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Introduction

In 2019, Wi-Fi technology celebrated its 20th birthday. It is hard 
to believe that Wi-Fi has been around for 22 years. And now, 
beginning in the year 2021, Wi-Fi is making a massive leap into 

the 6 GHz frequency band.

Previous generations of Wi-Fi focused on increasing data rates and 
speed. Wi-Fi 6 (also known as 802.11ax) is the new generation of 
Wi-Fi technology with a new focus on efficiency and performance. 
The Wi-Fi Alliance began certifying 802.11ax technology in August 
2019, with a new certification called Wi-Fi CERTIFIED 6. Wi-Fi 6 
technology is all about better and more efficient use of the exist-
ing radio frequency medium. Wi-Fi 6 handles client density more 
efficiently through a new channel-sharing capability that prom-
ises true multi-user communications on both the downlink and 
uplink. Wi-Fi 6 also uses a new client power-saving mechanism 
that schedules wake-times to improve client battery life.

In early 2020, the U.S.  Federal Communications Commission 
(FCC) voted unanimously to make 1,200 megahertz of spectrum in 
the 6 GHz band available for unlicensed use in the United States. 
To put this in perspective, the new 6 GHz spectrum available for 
Wi-Fi is more than double the usable channels of the 2.4 GHz and 
5 GHz channels combined. So effectively, it triples the available 
unlicensed spectrum available for Wi-Fi. This, my friends, is a 
big deal. In late 2020, the Wi-Fi Alliance announced Wi-Fi 6E as 
an “extension” for certifying the 802.11ax features and Wi-Fi 6 
capabilities in the 6 GHz band. Wi-Fi 6E is the industry name that 
identifies Wi-Fi devices that operate in 6 GHz.

I am fond of saying that Wi-Fi technology is ingrained into our 
everyday lives. Wi-Fi has become an essential part of our daily 
worldwide communications culture. For over 20 years, Wi-Fi has 
provided true wireless mobility and secure connectivity in the 
enterprise. However, one of the lessons we have learned during 
the recent pandemic is that companies are changing the way they 
do business. For example, employees might no longer need to 
report to an office or campus for the entire five-day work week. 
Instead, they may prefer to work remotely, either part-time or 
full-time, but with expectations of the same enterprise Wi-Fi 
experience. Therefore, the enterprise no longer just resides in a  
building, but instead, the enterprise is wherever employees 
choose to work. We now have an infinite enterprise.
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Both Wi-Fi 6 and Wi-Fi 6E are part of a wireless paradigm shift 
toward infinitely distributed connectivity. Enterprise companies 
need to connect anybody, anywhere, to any other person, device, 
or application. Wi-Fi 6 and 6E technology and the new 1,200 MHz 
of 6 GHz spectrum offer an enhanced user experience in all enter-
prise verticals, including K-12 and higher education, retail, manu-
facturing, and healthcare. On a personal note, I must say that  
I am very excited about the future of Wi-Fi because of the new 
availability of the 6 GHz spectrum and the technology of 802.11ax. 
Wi-Fi 6 and 6E moves us forward in the infinite enterprise. In 
this book, you learn about Wi-Fi 6 efficiency enhancements, the 
value of the technology as it moves into the 6 GHz spectrum, and 
the real-world implications of this historic evolution of Wi-Fi 
technology.

I think Rosalie Bibona, Senior WLAN Product Manager at Extreme 
Networks, put it best when she stated recently, “It’s almost like 
Wi-Fi is being born again!” I could not agree with her more, Wi-Fi 
6E marks a new beginning for Wi-Fi, and the future is extremely 
bright.

About This Book
Wi-Fi 6 & 6E For Dummies, Extreme Networks Special Edition, con-
sists of eight chapters that explore:

 » Wi-Fi Traffic Jam (Chapter 1)

 » The Secret Sauce of Wi-Fi 6: OFDMA (Chapter 2)

 » Holy Cow! - MU-MIMO (Chapter 3)

 » A Splash of Wi-Fi Color (Chapter 4)

 » Additional Wi-Fi 6 Enhancements (Chapter 5)

 » Wi-Fi 6E – A New Beginning in 6 GHz (Chapter 6)

 » Security in a 6 GHz Wi-Fi 6E World (Chapter 6)

 » Wi-Fi 6 and 6E Key Questions (Chapter 8)

 » Ten Things to Know about Wi-Fi 6 & 6E (Chapter 9)
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Foolish Assumptions
It has been said that most assumptions have outlived their use-
lessness, but we assume a few things nonetheless!

Mainly, we assume that you are an IT infrastructure  professional —  
someone with networking, wireless, or cloud in their title — and 
that you work for a medium to large organization or enterprise 
with robust Wi-Fi business requirements and you are interested 
in what is next for Wi-Fi.

If any of these assumptions describe you, then this book is for 
you! If none of these assumptions describe you, keep reading 
anyway. It is a great book and when you finish reading it, you will 
know a few things about the next generation of Wi-Fi.

Icons Used in This Book
Throughout this book, I occasionally use special icons to call 
attention to important information. Here is what to expect:

This icon points out information you should commit to your non-
volatile memory, your gray matter, or your noggin — along with 
anniversaries and birthdays!

You will not find a map of the human genome here, but if you 
seek to attain the seventh level of NERD-vana, perk up! This icon 
explains the jargon beneath the jargon!

Tips are appreciated, never expected  — and we sure hope you 
will appreciate these tips. This icon points out useful nuggets of 
information.

Beyond the Book
There is only so much I can cover in 96 short pages, so if you 
find yourself at the end of this book, thinking, “Where can  
I learn more?” A great reference guide about all things Wi-Fi is 
David Coleman and David Westcott’s vendor-neutral book, CWNA 
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Certified Wireless Network Administrator Study Guide: Exam CWNA-108 
(Wiley). In the meantime, here are some links to some other great 
resources:

 » Extreme’s Wi-Fi 6 web page: https://www.extremenetworks.
com/WiFi6.

 » David Coleman’s Blog at Extreme Networks: https:// 
www.extremenetworks.com/extreme-networks-blog/ 
author/dcoleman.

There are other great blog authors at Extreme Networks, so please 
check them out as well.

 » The Wi-Fi CERTIFIED 6™ resources from the Wi-Fi Alliance: 
https://www.wi-fi.org/discover-wi-fi/wi-fi- 
certified-6.

Where to Go from Here
If you do not know where you are going, any chapter will get you 
there — but Chapter 1 might be a good place to start! However, 
if you see a particular topic that piques your interest, feel free to 
jump ahead to that chapter. Each chapter is written to stand on its 
own, so you can read this book in any order that suits you (though 
I do not recommend upside down or backwards).

https://www.extremenetworks.com/WiFi6
https://www.extremenetworks.com/WiFi6
https://www.extremenetworks.com/extreme-networks-blog/author/dcoleman
https://www.extremenetworks.com/extreme-networks-blog/author/dcoleman
https://www.extremenetworks.com/extreme-networks-blog/author/dcoleman
https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-6
https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-6
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Chapter 1

IN THIS CHAPTER

 » Looking at the timeline of Wi-Fi 
technology

 » Introducing 802.11ax and Wi-Fi 6

 » Considering the current Wi-Fi traffic jam

 » Recognizing that Wi-Fi 6 is about 
efficiency

 » Understanding the definition of 
multi-user

 » Extending Wi-Fi 6 into 6 GHz

Wi-Fi Traffic Jam

In this chapter, you look back at the evolution of Wi-Fi stan-
dards and the challenges that exist in current Wi-Fi networks, 
as well as the newest generation of Wi-Fi technology that 

defines efficiency enhancements: Wi-Fi 6.

Wi-Fi Timeline
The Institute of Electrical and Electronics Engineers (IEEE) is the 
professional society that creates and maintains standards that we 
use for communications, such as the 802.3 Ethernet standard for 
wired networking. Since 1997, the IEEE has maintained the 802.11 
standard for wireless local area network (WLAN) technology.

In your daily life, you probably instead use the familiar phrase 
Wi-Fi to discuss the same technology. Many people mistakenly 
assume that Wi-Fi is an acronym for the phrase wireless fidelity 
(much like hi-fi is short for high fidelity), but Wi-Fi is simply a 
brand name used to market 802.11 WLAN technology. The name 
that people will always recognize for the technology is Wi-Fi. 
As a matter of fact, Wi-Fi has become an essential part of our 



6      Wi-Fi 6 & 6E For Dummies, Extreme Networks Special Edition

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

daily worldwide communications culture. Wi-Fi technology is 
ingrained into our everyday lives.

The 802.11 working group has about 400 active members from 
more than 200 wireless companies. It consists of standing com-
mittees, study groups, and numerous task groups. Over the years, 
various 802.11 task groups have been in charge of revising and 
amending the original standard. Each group is assigned a let-
ter from the alphabet, and it is common to hear the term 802.11 
alphabet soup when referring to all the amendments created by 
the multiple 802.11 task groups. The goal of each amendment is 
to enhance 802.11 technology. In the past, many of the enhance-
ments had a primary emphasis on higher data rates and faster 
speeds (see Table 1-1.) For example, 802.11b introduced data rates 
of up to 11 Mbps (megabits per second). 802.11a and 802.11g intro-
duced data rates of 54 Mbps. 802.11n and 802.11ac enhanced data 
rates much further.

In 1999, wireless was commercially introduced as a “nice to 
have” feature with the 802.11a and 802.11b ratifications. 802.11b, 
the most commonly used standard at the time, had very low 
speeds — only up to 11 Mbps (much lower than most Ethernet 
wired networks installed at the time) — but there were no Wi-Fi 
mobile devices and very few laptops, so 11 Mbps was fast enough. 
By 2003, Wi-Fi-enabled mobile devices were being introduced in 

TABLE 1-1 Wi-Fi Timeline

Year Amendment Data rates 2.4 GHz 5 GHz
RF 
technology Radios

1997 802.11 legacy 1 and  
2 Mbps

✓  DSSS and 
FHSS

SISO

1999 802.11a 6 - 54 Mbps ✓  OFDM SISO

1999 802.11b 1, 2, 5.5 and 
11 Mbps

✓  HR-DSSS SISO

2003 802.11g 6 - 54 Mbps ✓  OFDM SISO

2009 802.11n Up to  
600 Mpbs

✓  ✓  OFDM MIMO

2013 802.11ac Up to  
6.93 Gbps

✓  OFDM MU-MIMO
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the market, and portable laptops became common for both busi-
ness and personal use. The 802.11g standard was subsequently 
ratified, delivering up to 54 Mbps speeds on the 2.4  GHz fre-
quency band.

In 2007, Apple introduced the first iPhone, and the smartphone 
became a modern reality. The 802.11n standard followed in 2009, 
delivering 100 Mbps of usable throughput. The 802.11n standard 
also brought about faster theoretical data rates of up to 600 Mbps 
and supported both 2.4 and 5 GHz devices. 802.11n was the last 
big paradigm shift in Wi-Fi technology when we switched from  
single-input single-output (SISO) radios to multiple-input multiple-
output (MIMO) radios. We went from a time when an RF phe-
nomenon known as multipath became constructive instead of 
destructive. By 2012, wireless mobile devices such as smartphones 
surpassed personal computer sales.

In 2013, 802.11ac expanded and simplified many of the tech-
nologies of 802.11n: Even higher data rates prevailed; however, 
802.11ac only operates in the 5 GHz frequency band. Although data 
rates of up to 6.93 Gbps are theoretically possible with 802.11ac, 
in the real world, data rates of up to 400 to 600 Mbps are more 
likely. 802.11ac also introduced a multi-user technology known 
as multi-user MIMO (MU-MIMO); however, the implementation 
has been sparse.

As you can see, over the years, the main emphasis has been on 
faster speeds and higher data rates to meet the high-density 
demands in enterprise WLANs. However, there is a big miscon-
ception that data rates are the same as actual throughput. And 
furthermore, speed can be overrated. What good is a Ferrari that 
can travel at 300  km per hour if the Ferrari is stuck in traffic 
gridlock?

802.11ax = Wi-Fi 6
802.11ax-2020 is an IEEE amendment that defines modifications 
to the 802.11 Physical (PHY) layer and the Medium Access Control 
(MAC) sublayer for high efficiency operations in frequency bands 
between 1 GHz and 6 GHz. Much like very high throughput (VHT) 
is the technical term for 802.11ac, high efficiency (HE) is the tech-
nical term for 802.11ax.
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The Wi-Fi Alliance (www.wi-fi.org) is a global, nonprofit indus-
try association of about 550 member companies devoted to pro-
moting the growth of WLANs. One of the primary tasks of the 
Wi-Fi Alliance is to market the Wi-Fi brand and raise consumer 
awareness of new 802.11 technologies as they become available. 
The Wi-Fi Alliance’s main task is to ensure the interoperability of 
WLAN products by providing certification testing. Products that 
pass the Wi-Fi certification process receive a Wi-Fi Interoperability 
Certificate that includes detailed information about the individual 
product’s Wi-Fi certifications.

Recently, the Wi-Fi Alliance adopted a new generational nam-
ing convention for Wi-Fi technologies. The goal is that the new 
naming convention will be easier to understand for the average 
consumer as opposed to the alphabet-soup naming used by the 
IEEE. The Wi-Fi Alliance began certifying 802.11ax technology in 
August 2019 with a new certification called Wi-Fi CERTIFIED 6. 
Because 802.11ax technology is such a major paradigm shift from 
previous versions of 802.11 technology, it has been bestowed with 
the generational name of Wi-Fi 6. Older versions of 802.11 tech-
nology also align with this new naming convention. For example, 
802.11ac can be referenced as Wi-Fi 5, and 802.11n is Wi-Fi 4, as 
shown in Figure 1-1.

Throughout this book, I use both the IEEE 802.11 terminology and 
the Wi-Fi Alliance generational terminology. 802.11ax and Wi-Fi 6  
mean the same thing, but the term Wi-Fi 6 will be more prevalent 
with the general population. Geeky WLAN professionals might use 
term 802.11ax, while your grandma will understand the genera-
tional name of Wi-Fi 6.

FIGURE 1-1: Generations of Wi-Fi.

https://wi-fi.org/
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Wi-Fi Traffic Congestion
Although Wi-Fi is a resilient technology, it has not necessarily 
been efficient. Wi-Fi operates at both layer 1 and layer 2 of the OSI 
model and the inefficiency exists at both layers.

Historically, previous 802.11 amendments defined technolo-
gies that gave us higher data rates and wider channels but did 
not address efficiency. An often-used analogy is that faster cars 
and bigger highways have been built, but traffic jams still exist. 
Despite the higher data rates and 40/80/160 MHz channels used 
by 802.11n/ac radios, multiple factors contribute to the Wi-Fi 
traffic congestion, which do not provide for an efficient use of the 
medium.

So why exactly is there a Wi-Fi traffic jam? 802.11 data rates are 
not TCP throughput. Always remember that radio frequency (RF) 
is a half-duplex medium and that the 802.11 medium contention 
protocol of CSMA/CA consumes much of the available bandwidth. 
In laboratory conditions, TCP throughput of 60 to 70 percent of 
the operational data rate can be achieved using 802.11n/ac com-
munication between one access point (AP) and one client. The 
aggregate throughput numbers are considerably less in real-world 
environments with the active participation of multiple Wi-Fi cli-
ents communicating through an AP. As more clients contend for 
the medium, the medium contention overhead increases signifi-
cantly, and efficiency drops. Therefore, the aggregate throughput 
is usually at best 50 percent of the advertised 802.11 data rate. Not 
very efficient.

What else contributes to Wi-Fi traffic congestion? Because leg-
acy Wi-Fi clients often still participate in enterprise, RTS/CTS 
protection mechanisms are needed. This contributes to the inef-
ficiency. Figure 1-2 shows that about 60 percent of all Wi-Fi traf-
fic is 802.11 control frames, and 15 percent is 802.11 management 
frames. Control and management frames consume 75 percent of 
the usable airtime, and only 25 percent of Wi-Fi traffic is used for 
802.11 data frames. Additionally, layer 2 retransmissions resulting 
from either RF interference or a poorly designed WLAN, can also 
contribute to Wi-Fi inefficiency.
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High data rates are useful for a large data payload; however, the 
bulk of 802.11 data frames (75–80 percent) are small and under 
256 bytes, as shown in Figure 1-3. Each small frame requires a 
PHY header, a MAC header, and a trailer. The result is exces-
sive PHY/MAC overhead as well as medium contention overhead 
for each small frame. Small frames can be aggregated to reduce 
the overhead; however, in most cases, the small frames are not 
aggregated, because they must be delivered sequentially due to 
the higher layer application protocols. For example, VoIP packets 
cannot be aggregated, because they must arrive sequentially.

Despite the higher data rates and wide channels that can be used 
by 802.11n/ac radios, the result is Wi-Fi traffic congestion. Auto-
mobile traffic congestion can result in drivers becoming frustrated 
and thereby engaging in road rage. Wi-Fi 6 (802.11ax) technology 
is all about better 802.11 traffic management and hopefully elimi-
nating Wi-Fi radio rage.

FIGURE 1-2: 802.11 traffic.
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Wi-Fi 6 — More than Just  
Speeds and Feeds

Wi-Fi 6 (802.11ax) technology is all about better and more effi-
cient use of the existing radio frequency medium. Higher data 
rates are not the primary goal of Wi-Fi 6. The goal is better and 
more efficient 802.11 traffic management. Figure  1-4 depicts 
many of the new enhancements defined for Wi-Fi CERTIFIED 
6 radios. Most of these Wi-Fi 6 capabilities will be discussed in 
great detail throughout this book.

Most of the Wi-Fi 6 enhancements are at the PHY layer and 
involve a new multi-user version of orthogonal frequency-division 
multiplexing (OFDM) technology instead of the single-user OFDM 
technology already used by 802.11a/g/n/ac radios.

Another significant Wi-Fi 6 change is that an AP can actually 
supervise both downlink and uplink transmissions to multiple 
client radios while the AP has control of the medium. Beamform-
ing permits the AP greater precision in sending signals to specific 
devices while preventing interference from others. BSS coloring 

FIGURE 1-3: 802.11 data frame size.
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provides an identifier that helps devices differentiate its traffic 
from data associated with other devices.

In addition to these multi-user efficiency enhancements, Wi-Fi 6  
(802.11ax) radios will be backward compatible with 802.11/a/b/
g/n/ac radios that operate in the 2.4 and 5 GHz frequency band. 
Backward compatibility does not exist in the 6  GHz frequency 
band and is not needed. Table  1-2 shows a high-level compar-
ison of 802.11n, 802.11ac, and 802.11ax capabilities. Please note 
that unlike 802.11ac radios, which can transmit only on the 5 GHz 
frequency band, 802.11ax radios can operate on the 2.4 GHz and 5 
GHz frequency bands and the new 6 GHz frequency band.

FIGURE 1-4: Wi-Fi 6 capabilities overview.

TABLE 1-2 802.11n, 802.11ac, and 802.11ax comparison
802.11n  
(Wi-Fi 4)

802.11ac  
(Wi-Fi 5)

802.11ax  
(Wi-Fi 6)

Frequency bands 2.4 GHz and 
5 GHz

5 GHz only 2.4 GHZ, 5 GHz, 
6 GHz

Channel size (MHz) 20, 40 20, 40, 80, 80 + 
80, and 160

20, 40, 80, 80 + 
80, and 160

Frequency multiplexing OFDM OFDM OFDM and 
OFDMA

Subcarrier spacing 
(KHz)

312.5 312.5 78.125

OFDM symbol time (µs) 3.2 3.2 12.8

Guard interval (µs) .04 or .08 .04 or .08 .08, 1.6, or 3.2
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As you can see in Table  1-2, Wi-Fi 6 does support 40 MHz,  
80 MHz, and 160 MHz channels. For the bulk of the discussion of 
Wi-Fi 6 communication, however, I will focus on 20 MHz chan-
nels. That being said, a discussion about 40 MHz, 80 MHz, and 
160 MHz channels in the 6 GHz frequency band will be an essen-
tial topic in this book.

Multi-User
The term multi-user (MU) simply means that transmissions 
between an AP and multiple clients can occur at the same time, 
depending on the supported technology. However, the MU termi-
nology can be very confusing when discussing Wi-Fi 6. MU capa-
bilities exist for both OFDMA and MU-MIMO. I will explain the 
key differences later in this book.

Wi-Fi 6 makes use of both multi-user technologies, OFDMA and 
MU-MIMO.  Do not confuse OFDMA with MU-MIMO.  OFDMA 
allows for multiple-user access by subdividing a channel (see 
Chapter 2). MU-MIMO allows for multiple-user access by modu-
lating different spatial streams of data (see Chapter 3). If I refer-
ence the car and road analogy discussed earlier, OFDMA uses a 
single road subdivided into multiple lanes for use by different cars 
at the same time, whereas MU-MIMO uses different single lane 
roads to arrive at the same destination.

802.11n  
(Wi-Fi 4)

802.11ac  
(Wi-Fi 5)

802.11ax  
(Wi-Fi 6)

Total symbol time (µs) 3.6 or 4.0 3.6 or 4.0 13.6, 14.4, or 
16.0

Modulation BPSK, QPSK, 
16-QAM, 
64-QAM

BPSK, QPSK, 
16-QAM, 
64-QAM, 
256-QAM

BPSK, QPSK, 
16-QAM, 
64-QAM,  
256-QAM, 
1024-QAM

MU-MIMO N/A DL DL and UL

OFDMA N/A N/A DL and UL
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When discussing Wi-Fi 6, there is often a lot of confusion because 
many people may already be somewhat familiar with MU-MIMO 
technology introduced with 802.11ac (Wi-Fi 5). What most people 
are not familiar with is the multi-user technology of OFDMA. Most 
of the efficiency benefits of Wi-Fi 6 are a result of multi-user 
OFDMA.

Extending Wi-Fi 6 into 6 GHz
In early 2020, the U.S.  Federal Communications Commission 
(FCC) voted unanimously to make 1,200 megahertz of spectrum in 
the 6 GHz band available for unlicensed use in the United States. 
And the great news is that we can now use 6 GHz for Wi-Fi. To put 
this in perspective, the new 6 GHz spectrum available for Wi-Fi is 
more than double the usable channels of the 2.4 GHz and 5 GHz 
channels combined. So effectively, it triples the available unli-
censed spectrum available for Wi-Fi.

Just look at all the new Wi-Fi channels in 6 GHz, as shown in 
Figure  1-5. That is a truckload of new channels! In the United 
States, there are as many as 59 new 20 MHz channels available 
across four U-NII bands. Additionally, there is the potential to 
use 29 new 40 MHz channels. Even more surprising is that the 14 
new 80 MHz channels in the 6 GHz band are expected to be used 
extensively in the enterprise. Once again, if I reference the car and 
road analogy, 6 GHz is a superhighway.

FIGURE 1-5: 6 GHz frequency band.
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The great news is that many other world regions are also working 
toward making all or portions of the 6 GHz frequency band avail-
able for Wi-Fi. As of today, over 50 countries have also adopted 
new regulations for the unlicensed use of 6 GHz. Ratification for 
unlicensed use usually follows regulatory approval in a timely 
fashion.

In late 2020, the Wi-Fi Alliance announced Wi-Fi 6E as an “exten-
sion” for certifying the 802.11ax features and capabilities of Wi-Fi 6  
to the 6 GHz band. Wi-Fi 6E is the industry marketing name that 
identifies Wi-Fi devices that operate in 6 GHz.

As shown in Figure  1-6, Wi-Fi has an estimated global eco-
nomic impact of $3.3 trillion dollars in 2021. And the potential of 
1,200 MHz of new frequency space for Wi-Fi communications is 
mind-boggling. Opening the 6 GHz frequency for Wi-Fi commu-
nication is expected to bring $154 billion in economic value to the 
United States by 2025.

The availability of the 6 GHz frequency space for Wi-Fi will have 
all kinds of real-world implications. The 2.4  GHz band is con-
sidered a best-effort band, and now 5 GHz can also be crowded. 
6  GHz will enable crystal-clear communications because it has 

FIGURE 1-6: Wi-Fi by the numbers in 2021.
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never been used before for Wi-Fi. I see immediate value for con-
necting mission-critical IoT devices, such as healthcare patient 
monitoring equipment, in this new pristine Wi-Fi environment. 
One of the other immediate use cases expected for 6 GHz Wi-Fi 
will be indoor mesh backhaul. For access, legacy 2.4 GHz and 5 
GHz clients will connect to the same frequency radios in the Wi-Fi 
6 APs. If needed, the 6 GHz radios in the APs can transport the 
legacy client traffic via an indoor 6 GHz mesh backhaul link.

In the long term, I predict tremendous development and innova-
tion for higher bandwidth applications. We are at the beginning 
of a renaissance of innovation for virtual reality and augmented 
reality applications that can be used via a Wi-Fi connection. For 
example, an employee may use an augmented reality applica-
tion to emulate an enterprise office experience while working 
remotely. As a direct result of Wi-Fi 6E, we are poised to see new 
methods of user engagement that we previously have only seen in 
science fiction movies.

Even though Wi-Fi 6 is now two years mature, porting 802.11ax 
technology to the 6 GHz frequency band will not be without its 
challenges. Well-defined indoor and outdoor power regulations 
are being established to protect existing 6  GHz incumbents. 
Because there are so many 6 GHz channels, new AP discovery 
mechanisms exist, so Wi-Fi 6E clients can connect and roam to 
Wi-Fi 6E APs. Much thought needs to be given to the 6 GHz WLAN 
design, including range, channel reuse, channel size, and pri-
mary channel selection. New Wi-Fi security mandates for 6 GHz 
will also have implications. Because there is so much to learn, 
I have written an entire chapter dedicated to all these Wi-Fi 6E 
considerations.

Wi-Fi 6 brings us the needed efficiency enhancements to ease the 
existing Wi-Fi traffic jam. And Wi-Fi 6E gives us a brand new 
6 GHz superhighway. Wi-Fi 6 has been an essential technology 
update, and now Wi-Fi 6E is a monumental spectrum update.
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Chapter 2

IN THIS CHAPTER

 » Differentiating between OFDM and 
OFDMA

 » Understanding resource units, trigger 
frames, and buffer status reports

 » Recognizing the efficiency benefits of 
uplink and downlink OFDMA

 » Explaining operating mode indication

The Secret Sauce of 
Wi-Fi 6: OFDMA

If you can serve more than one person (or device) at a time, why 
not keep everybody happy and do just that? Older Wi-Fi tech-
nology may be restricted to serving a single user per channel, 

but this is the future. Let’s open the channels up! In this chapter, 
you learn about a multi-user technology called OFDMA, which is 
the main ingredient of Wi-Fi 6 technology.

OFDMA
Orthogonal frequency division multiple access (OFDMA) is arguably 
the most important new Wi-Fi 6 capability. Legacy 802.11a/g/n/
ac radios currently use orthogonal frequency division multiplex-
ing (OFDM) for single-user transmissions on any given chan-
nel. Wi-Fi 6 radios utilize orthogonal frequency division multiple 
access (OFDMA), which is a multi-user version of the OFDM 
digital-modulation technology. OFDMA subdivides a Wi-Fi chan-
nel into smaller frequency allocations, called resource units (RUs), 
thereby enabling an access point (AP) to synchronize commu-
nication (uplink and downlink) with multiple individual clients 
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assigned to specific RUs. By subdividing the channel, small frames 
can be simultaneously transmitted to multiple users in parallel.

OFDMA is ideal for most network applications and results in bet-
ter frequency reuse, reduced latency, and increased efficiency.

Think of OFDMA as a technology that partitions a Wi-Fi chan-
nel into smaller subchannels so that simultaneous multiple-user 
transmissions can occur. For example, a traditional 20 MHz chan-
nel might be partitioned into as many as nine smaller subchannels. 
Using OFDMA, a Wi-Fi 6 AP could simultaneously transmit small 
frames to nine Wi-Fi 6 clients. The Wi-Fi CERTIFIED 6 certification 
program from the Wi-Fi Alliance currently validates the simulta-
neous transmission of up to four resource units. Wouldn’t you pre-
fer four checkout aisles in the supermarket versus a single line?

OFDMA is a much more efficient use of the medium for smaller 
frames. The simultaneous transmission cuts down on excessive 
overhead at the medium access control (MAC) sublayer, as well 
as medium contention overhead. The AP can allocate the whole 
channel to a single user or partition it to serve multiple users 
simultaneously, based on client traffic needs. The goal of OFDMA 
is better use of the available frequency space. OFDMA technology 
has been time-tested with other RF communications. For exam-
ple, OFDMA is used for downlink LTE cellular communications.

Subcarriers
Both OFDM and OFDMA divide a channel into subcarriers through 
a mathematical function known as an inverse fast Fourier trans-
form (IFFT). The spacing of the subcarriers is orthogonal, so they 
do not interfere with one another despite the lack of guard bands 
between them. This creates signal nulls in the adjacent subcarrier 
frequencies, thus preventing intercarrier interference (ICI).

What are some of the key differences between OFDM and OFDMA? 
As shown in Figure 2-1, a 20 MHz 802.11n/ac channel consists of 
64 subcarriers. Fifty-two of the subcarriers are used to carry mod-
ulated data; four of the subcarriers function as pilot carriers; and 
eight of the subcarriers serve as guard bands. OFDM subcarriers 
are sometimes also referred to as OFDM tones. In this book, I use 
both terms interchangeably. Each OFDM subcarrier is 312.5 KHz.
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802.11ax introduces a longer OFDM symbol time of 12.8 microsec-
onds, which is four times the legacy symbol time of 3.2 microsec-
onds (for more information on symbol time, see Chapter 5). As a 
result of the longer symbol time, the subcarrier size and spacing 
decreases from 312.5 kHz to 78.125 kHz. The narrower subcarrier 
spacing allows better equalization and enhanced channel robust-
ness. Figure 2-2 shows the difference between OFDM and OFDMA 
subcarrier size and spacing. Because of the 78.125 kHz spacing, 
an OFDMA 20 MHz channel consists of a total of 256 subcarriers 
(tones). Which tones function to carry modulated data and which 

FIGURE 2-1: 802.11n/ac 20 MHz channel – OFDM subcarriers.

FIGURE 2-2: OFDM and OFDMA subcarrier spacing.
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tones serve as pilot carriers is dependent on the size and location 
of allocated resource units (RUs).

Just like with OFDM, there are three types of subcarriers for 
OFDMA, as follows:

 » Data subcarriers: These subcarriers will use the same 
modulation and coding schemes (MCSs) as 802.11ac as well 
as two new MCSs with the addition of 1024 quadrature 
amplitude modulation (1024-QAM).

 » Pilot subcarriers: The pilot subcarriers do not carry any 
modulated data; however, they are used for synchronization 
purposes between the transmitter and receiver.

 » Unused subcarriers: The remaining unused subcarriers are 
mainly used as guard carriers or null subcarriers against 
interference from adjacent channels or subchannels.

With OFDMA, these tones are grouped together into partitioned 
subchannels, known as resource units (RUs). By subdividing the 
channel, parallel transmissions of small frames to multiple users 
can happen simultaneously. The data and pilot subcarriers within 
each resource unit are both adjacent and contiguous within an 
OFDMA channel.

For backward compatibility, Wi-Fi 6 radios still support 
OFDM. Keep in mind that 802.11 management and control frames 
will still be transmitted at a basic data rate using OFDM technol-
ogy that legacy 802.11a/g/n/ac radios can understand. Therefore, 
management and control frames are transmitted across all the 
OFDM subcarriers of an entire primary 20 MHz channel. OFDMA 
is only for 802.11 data frame exchanges between Wi-Fi 6 APs and 
Wi-Fi 6 clients.

Resource Units (RUs)
When an 802.11n/ac AP transmits downstream to 802.11n/ac 
clients on an OFDM channel, the entire frequency space of the 
channel is used for each independent downlink transmission. In 
the example shown in Figure 2-3, the AP transmits to six clients 
independently over time. When using a 20 MHz OFDM channel, all 
of the 64 subcarriers are used for each independent transmission. 
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In other words, the entire 20 MHz channel is needed for the com-
munication between the AP and a single OFDM client. The com-
munications are single-user. The same holds true for any uplink 
transmission from a single 802.11n/ac client to the 802.11n/ac 
AP.  The entire 20  MHz OFDM channel is needed for the client 
transmission to the AP.

As previously stated, an OFDMA channel consists of a total of  
256 subcarriers (tones). These tones can be grouped into smaller 
subchannels known as resource units (RUs). As shown in Figure 2-4, 
when subdividing a 20  MHz channel, a Wi-Fi 6 AP can desig-
nate 26, 52, 106, and 242 subcarrier resource units (RUs), which 
equates roughly to 2 MHz, 4 MHz, 8 MHz, and 20  MHz chan-
nels, respectively. The Wi-Fi 6 AP dictates how many RUs are 
used within a 20 MHz channel and different combinations can be 
used. The AP may allocate the whole channel to only one client 
at a time or it may partition the channel to serve multiple clients 
simultaneously. For example: A Wi-Fi 6 AP could simultaneously 
communicate with one Wi-Fi 6 client using 8 MHz of frequency 
space, while communicating with three other Wi-Fi 6 clients 
using 4 MHz subchannels. These simultaneous communications 
can be either downlink or uplink.

In the example shown in Figure 2-5, the Wi-Fi 6 AP first simul-
taneously transmits downlink to Wi-Fi 6 clients 1 and 2. The 
20 MHz OFDMA channel is effectively partitioned into two sub-
channels. Remember that an ODFMA 20 MHz channel has a total 

FIGURE 2-3: OFDM transmissions over time.
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of 256 subcarriers; however, the AP is simultaneously transmitted 
to clients 1 and 2 using two different 106-tone resource units. In 
the second transmission, the AP simultaneously transmits down-
link to clients 3, 4, 5, and 6. In this case, the ODFMA channel had 
to be partitioned into four different 52-tone resource units. In the 
third transmission, the AP uses a single 242-tone resource unit 
to transmit downlink to a single client (client 5). Using a single  
242-tone resource unit is effectively using the entire 20  MHz 
channel. In the fourth transmission, the AP simultaneously trans-
mits downlink to clients 4 and 6 using two 106-tone resource 
units. In the fifth transmission, the AP once again only transmits 
downlink to a single client with a single RU utilizing the entire 20 
MHZ channel. In the sixth transmission, the AP simultaneously 
transmits downlink to clients 3, 4, and 6. In this instance, the 
20 MHz channel is partitioned into three subchannels. Two 52 RUs 
are used for clients 3 and 4, and a 106-tone RU is used for client 6.

The rules of medium contention still apply, though. The AP still 
must compete against legacy clients for a transmission opportunity 
(TXOP). Once the AP has a TXOP, the AP is then in control of mul-
tiple Wi-Fi 6 clients for either downlink or uplink transmissions. 
The number of RUs used can vary on a per-TXOP basis. The AP 
assigns RUs to associated clients on a per-TXOP basis to maxi-
mize the download and upload efficiency.

As shown in Figure 2-5, the AP can partition the 20 MHz OFDMA 
channel on a continuous basis for downlink transmissions. 
 Current-generation Wi-Fi 6 radios can subdivide a 20 MHz chan-
nel into as many as four 52-tone resource units. Resource units 

FIGURE 2-4: OFDM resource units – 20 MHz channel.
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can also be used to subdivide 40 MHz or 80 MHz channels. An 
AP can also partition 40 MHz, 80 MHz, and even 160 MHz chan-
nels into various combinations of RUs, as shown in Table  2-1. 
For example, if an 80 MHz channel was subdivided using strictly 
26 subcarrier RUs, 37 Wi-Fi 6 clients could theoretically com-
municate simultaneously using their OFDMA capabilities. Quite 
frankly, it’s doubtful that even large channels will be partitioned 
among more than four clients. However, resource unit allocation 
and scheduling mechanisms are likely to become more precise in 
later generations of chipsets and firmware. Remember, the whole 
point of OFDMA is to make use of smaller subchannels.

FIGURE 2-5: OFDMA transmissions over time.

TABLE 2-1 Resource Units and Wide Channels
Resource 
Units (RUs)

20 MHz 
channel

40 MHz 
channel

80 MHz 
channel

160 MHz 
channel

80 + 80 MHz 
channel

996 (2x) 
subcarriers

n/a n/a n/a 1 client 1 client

996 subcarriers n/a n/a 1 client 2 clients 2 clients

484 subcarriers n/a 1 client 2 clients 4 clients 4 clients

242 subcarriers 1 client 2 clients 4 clients 8 clients 8 clients

106 subcarriers 2 clients 4 clients 8 clients 16 clients 16 clients

52 subcarriers 4 clients 8 clients 16 clients 32 clients 32 clients

26 subcarriers 9 clients 18 clients 37 clients 74 clients 74 clients
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The Wi-Fi CERTIFIED 6 certification program from the Wi-Fi Alli-
ance currently validates up to four resource units. Initially, most 
real-world Wi-Fi 6 deployments use 20 MHz or 40 MHz chan-
nels with a maximum of four clients participating in multi-user 
OFDMA transmissions per TXOP. For example, a 20 MHz channel 
is subdivided into four 52-tone resource units, or a 40 MHz chan-
nel is partitioned into four 106-tone resource units. It’s likely that 
subdividing 80 MHz and even 160 MHz channels using OFDMA 
will become more prevalent with the advent of the 1,200  MHz 
frequency space as Wi-Fi 6 (802.11ax) technology moves into the 
6 GHz band.

Trigger Frames
When referencing downlink and uplink OFDMA transmissions, 
you see the acronyms of DL-OFDMA and UL-OFDMA pop up 
(because we just don’t have enough acronyms). In both cases, 
trigger frames bring about the necessary frame exchanges for 
multi-user communications. For example, an AP uses trigger 
frames to allocate OFDMA RUs to Wi-Fi 6 clients. Multiple types 
of 802.11 control frames can function as trigger frames includ-
ing basic trigger frames, multi-user request-to-send (MU-RTS) 
frames, buffer status report (BSRP) frames, and more.

RU allocation information is communicated to clients at both the 
PHY and MAC layers. At the Physical layer, RU allocation infor-
mation can be found in the HE-SIG-B field of the PHY header 
of a trigger frame. The HE-SIG-B field is used to communicate 
RU assignments to clients. As shown in Figure  2-6, the HE- 
SIG-B field consists of two subfields: the common field and user- 
specific field. A subfield of the common field is used to indicate 
how a channel is partitioned into various RUs. For example, a 
20 MHz channel might be subdivided into one 106-tone RU and 
four 26-tone RUs. The user-specific field comprises multiple-
user fields that are used to communicate which users are assigned 
to each individual RU.
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What about how RU allocation information is communicated at 
the MAC layer? RU allocation information is delivered in the user 
information field in the body of a trigger frame. Figure 2-7 dis-
plays a table of how RU allocation information is communicated 
at the MAC layer. The table highlights all the possible RUs within 
a 20 MHz channel and the subcarrier range for each RU. Each spe-
cific RU is defined by a unique combination of 7 bits within the 
user information field of the trigger frame, known as the RU allo-
cation bits.

In the example in Figure 2-8, the trigger frame allocates specific 
RUs to three client stations for simultaneous uplink transmission 
within a 20 MHZ OFDMA channel. Clients STA-1 and STA-2 are 
each assigned to a 52-tone RU, whereas client STA-3 is assigned 
to a 106-tone RU.

FIGURE 2-6: RU allocation at the PHY layer.

FIGURE 2-7: RU allocation at the MAC layer.
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For UL-OFDMA, a trigger frame sent by the AP tells the clients 
how many spatial streams and which modulation and coding 
scheme (MCS) to use when transmitting uplink on their assigned 
RUs. APs can also use trigger frames to tell clients to adjust their 
power settings for synchronized uplink transmissions. Please 
note that a Wi-Fi 6 client might be unable to satistfy the target 
RSSI due to its hardware or regulatory limitations.

DL-OFDMA
Take a look at how multi-user DL-OFDMA communications 
between a Wi-Fi 6 AP and Wi-Fi 6 clients.

OFDMA is only for 802.11 data frame exchanges between 802.11ax 
APs and 802.11ax clients. OFDMA is not used for management or 
control frames.

A Wi-Fi 6 AP will first need to contend for the medium and win 
a TXOP for the entire DL-OFDMA frame exchange. As shown in 
Figure  2-9, once an AP has won a TXOP, the AP might send a 
multi-user request-to-send (MU-RTS) frame. The MU-RTS frame 
has two purposes:

 » Reserve the medium: The MU-RTS frame is transmitted 
using OFDM (not OFDMA) across the entire 20 MHz channel 
so that legacy clients can also understand the MU-RTS. The 

FIGURE 2-8: RU allocation with trigger frames.
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duration value of the MU-RTS frame is needed to reserve the 
medium and reset the NAV timers of all legacy clients for the 
remainder of the DL-OFDMA frame exchange. The legacy 
clients must remain idle while the multi-user OFDMA data 
frames are transmitted between the Wi-Fi 6 AP and the  
Wi-Fi 6 clients.

 » RU allocation: The MU-RTS frame is also an extended 
trigger frame from the AP used to synchronize uplink 
clear-to-send (CTS) client responses for Wi-Fi 6 clients. The 
AP uses the MU-RTS as a trigger frame to allocate RUs. The 
Wi-Fi 6 clients send CTS responses in parallel using their 
assigned RUs.

After the parallel CTS response from the clients, the AP begins 
multi-user DL-PPDU transmissions from the AP to the OFDMA-
capable clients. Keep in mind that the AP determined how to par-
tition the 20 MHz channel into multiple RUs. Once the Wi-Fi 6 
clients receive their data via their assigned RUs, they need to send 
a Block ACK to the AP. The AP will send a Block ACK request (BAR) 
frame followed by the clients replying with Block ACKs in paral-
lel. Optionally, an automatic Block ACK can be sent by the clients 
in parallel.

Once the frame exchange is over, the AP or clients that win the 
next TXOP will then be able to transmit on the medium. Single-
user communications can still occur for legacy clients. For exam-
ple, if an 802.11n/ac client wins the next TXOP, the 802.11n/ac 
client will use an entire 20 MHz channel for an uplink transmis-
sion to the AP using OFDM.

FIGURE 2-9: Downlink OFDMA.
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UL-OFDMA
In the original 802.11 standard, the IEEE proposed an operational 
mode called Point Coordination Function (PCF), which defined oper-
ations where the AP could control the medium for uplink client 
transmission. With PCF mode, the AP could poll clients for uplink 
transmissions during a contention-free period of time when the 
AP controlled the medium. However, PCF never caught on and 
was never implemented in the real world. 802.11ax now introduces 
mechanisms where the AP can once again control the medium for 
uplink transmissions using UL-OFDMA. You should understand 
that UL-OFDMA has nothing to do with PCF; the methods are very 
different. You should also understand that the 802.11ax AP must 
first contend for the medium and win a TXOP. Once the 802.11ax 
AP wins a TXOP, it can then coordinate uplink transmissions from 
802.11ax clients that support UL-OFDMA.

UL-OFDMA is more complex than DL-OFDMA and may require 
the use of as many as three trigger frames. Each trigger frame is 
used to solicit a specific type of response from the Wi-Fi 6 cli-
ents. UL-OFDMA also requires the use of buffer status report (BSR) 
frames from the clients. Clients use BSR frames to inform the 
AP about the client’s buffered data and about the QoS category 
of data. The information contained in BSR frames assists the AP 
in allocating RUs for synchronized uplink transmissions. The AP 
uses the information gathered from the clients to build uplink 
window times, client RU allocation, and client power settings for 
each RU. BSRs can be unsolicited or solicited. If solicited, the AP 
polls the clients for BSRs.

Now, look at how multi-user UL-OFDMA communications can 
occur between an AP and the clients. The Wi-Fi 6 AP will first 
need to contend for the medium and win a TXOP for the entire UL-
OFDMA frame exchange. As shown in Figure 2-10, once a Wi-Fi 
6 AP has won a TXOP, the AP will send the first trigger frame.  
A buffer status report poll (BSRP) frame is used to solicit informa-
tion from the Wi-Fi 6 clients about their need to send uplink data. 
The clients will then respond with BSRs. The whole purpose of 
the BSR information is so the Wi-Fi 6 clients can assist a Wi-Fi 6  
AP to allocate uplink multi-user resources. The AP will use this 
information to decide how to best allocate RUs to the clients for 
synchronized uplink transmissions.
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If legacy clients exist, the AP may send a multi-user request- 
to-send (MU-RTS) frame, which functions as a second type of 
trigger frame. The RTS/CTS process is once again used to reserve 
the medium for OFDMA communications only.

A third and final basic trigger frame is needed to signal the Wi-Fi 6  
clients to begin uplink transmission of their data with their 
assigned RUs. The basic trigger frame also dictates the length 
of the uplink window. The uplink client devices must all start 
and stop at the same time. The basic trigger frame also contains 
power control information so that individual clients can increase 
or decrease their transmit power. This data helps equalize the 
received power to the AP from all uplink clients and improve 
reception. Once the uplink data is received from the clients, the 
AP sends a single multi-user Block ACK to the clients. The AP also 
has the option of sending separate Block ACKs to each individual 
client.

All three trigger frames may or may not be needed for uplink 
transmission. For example, the MU-RTS trigger frame is only 
needed for protection mechanism purposes for legacy clients. The 
6 GHz frequency band for 802.11ax technology does not require 
backward compatibility. Because 802.11a/b/g/n/ac radios operate 
on either the 2.4 GHz or the 5 GHz band, and not the 6 GHz band, 
there is no need for RTS/CTS protection mechanisms. Think of an 
express train or an HOV traffic lane. The 6 GHz frequency band 
will be a “pure” 802.11ax band for Wi-Fi 6E communication.

FIGURE 2-10: Uplink OFDMA.
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Buffer Status Reports
Wi-Fi 6 APs require specifics on client buffer states to perform 
appropriate synchronized uplink scheduling. As a result, the  
Wi-Fi 6 clients deliver BSRs to assist the AP in allocating uplink 
multi-user resources. Clients have two methods of  delivering 
their buffer state information to the AP.  Clients can explicitly 
deliver BSRs to the AP in response to a BSRP trigger frame (solic-
ited BSR), as shown in Figure 2-10. However this solicited poll-
ing process does generate overhead. To minimize overhead, an 
AP can include a BSRP trigger frame together with other control, 
data, and management frames in one A-MPDU sent to a client 
that supports the capability.

Clients can implicitly deliver BSRs in the QoS Control field or BSR 
Control field of any frame transmitted to the AP (unsolicited BSR). 
Wi-Fi 6 clients can report unsolicited buffer status information 
for any given QoS class of traffic in any QoS Data or QoS Null 
frames it transmits. Additionally, as depicted in Figure  2-11, a 
Wi-Fi 6 client can report the buffer status of multiple QoS access 
categories using A-MPDU frame aggregation of QoS Data or QoS 
Null frames. The unsolicited BSR process is more efficient because 
it eliminates the need for polling.

OMI
For backward compatibility purposes, legacy 802.11a/b/g/n/ac 
Wi-Fi clients still contend for the medium and win their own 
TXOP if they want to transmit uplink. This process may sound 
like aging heavyweight fighters in a title bout, but be assured it’s 
quicker and way less violent. However, the uplink transmissions 
of Wi-Fi 6 clients are synchronized and controlled by the AP. I’m 

FIGURE 2-11: Unsolicited buffer status reports and A-MPDU.
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often asked, “Can a Wi-Fi 6 client station suspend participation 
for synchronized uplink OFDMA and contend for the medium for 
an independent uplink transmission?” And I answer “Yes!” and 
launch directly into this elaboration.

802.11ax defines an operating mode indication (OMI) procedure for 
this purpose. As shown in Figure  2-12, the Wi-Fi 6 client that 
transmits a frame with an OM Control subfield is defined as the 
OMI initiator and the AP is the OMI responder. A Wi-Fi 6 cli-
ent uses the OM Control subfield in 802.11 data and management 
frames to indicate a change of either transmission or receiver 
mode of operation.

A client can switch between single-user or multi-user UL-OFDMA 
operations with a change in transmit operating mode (TOM). There-
fore, a Wi-Fi 6 client can both suspend and resume responses to 
the trigger frames sent by an AP during the UL-OFDMA process.

Additionally, a Wi-Fi client station can signal a change in receive 
operating mode (ROM) to the AP. The client indicates to the AP the 
maximum number of spatial streams and the maximum channel 
bandwidth that the client can support for downlink transmission. 
As shown in Figure 2-13, the client can indicate a change in chan-
nel size and number of supported spatial streams.

FIGURE 2-12: Transmit Operating Mode.

FIGURE 2-13: Receive Operating Mode.
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You might surmise that OFDMA requires a lot of complex math, 
and you would be correct. Wi-Fi 6 APs require more processer 
power to perform the calculations needed for OFDMA operations. 
And legacy 802.11n/ac APs cannot be upgraded to perform OFDMA 
operations. Another question that I get all the time is “Are there 
any defined standards on how a Wi-Fi 6 AP makes the decisions 
on how to allocate the RUs to multiple clients?” The answer is 
no, and a lot of the RU allocation horsepower will depend on the 
radio chipset vendors. WLAN vendors may then further enhance 
their own airtime scheduling capabilities for RU allocation. As 
previously mentioned, RU allocation and scheduling mechanisms 
will likely become more precise in later generations of hardware. 
OFDMA is truly the secret sauce of Wi-Fi 6 that promises true 
multi-user communication.



CHAPTER 3  HOLY COW, MU-MIMO      33

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Chapter 3

IN THIS CHAPTER

 » Understanding MU-MIMO technology

 » Recognizing spatial diversity 
requirements

 » Applying MU-MIMO in the real world: 
PtMP bridging

 » Differentiating between MU-OFDMA and 
MU-MIMO

HOLY COW, MU-MIMO

In this chapter, you learn about the other Wi-Fi 6 multi-user 
technology, MU-MIMO. All the first-generation Wi-Fi 6 radios 
support downlink MU-MIMO. Support for uplink MU-MIMO is 

being added to newer generations of Wi-Fi 6 hardware; however, 
support will be optional.

Introducing MU-MIMO
Wi-Fi 6 radios also support a secondary multi-user technol-
ogy called multi-user multiple-input multiple-output (MU-MIMO). 
The phrase is quite a mouthful. Some people like to pronounce 
MU-MIMO as moo mahy-moh, however, rest assured that the 
technology has nothing to do with cows. Much like OFDMA, MU-
MIMO allows for multiple user communications downlink from 
an access point (AP) to multiple clients during the same trans-
mission opportunity (TXOP). However, as opposed to partition-
ing the frequency space, MU-MIMO instead takes advantage of 
the fact that APs have multiple radios and antennas. A MU-MIMO 
AP transmits unique modulated data streams to multiple clients 
simultaneously (see Figure 3-1). The goal is to improve efficiency 
by using less airtime.
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A five-number syntax is sometimes used when describing MU-
MIMO radio capabilities. In a MU-MIMO system, the first number 
always references the transmitters (TX), and the second num-
ber references the receivers (RX). The third number represents 
how many unique single-user (SU) streams of data can be sent 
or received. The fourth number references how many multiple-
user (MU) streams can be transmitted. A fifth number is used to 
represent a MU-MIMO group or how many MU-MIMO clients are 
receiving transmissions at the same time.

For example, when a MU-MIMO-capable AP operates using 
4×4:4:4:4, four unique spatial streams would be destined to four 
independent MU-MIMO-capable clients (see Figure  3-1). How-
ever, when a MU-MIMO-capable AP operates as a 4×4:4:4:2 MU-
MIMO AP, two unique spatial streams would be destined to one 
2×2:2 client, and the other two spatial streams would be destined 
for a different 2×2:2 client (see Figure 3-2).

So how would this work if there are 20 MU-MIMO clients associ-
ated to the Wi-Fi 6 AP? The AP makes the decision as to which cli-
ents received the downlink MU-MIMO transmissions and which 

FIGURE 3-1: MU-MIMO – multi-user multiple-input multiple-output.

FIGURE 3-2: Downlink MU-MIMO – 4×4:4:4:2.
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clients are assigned to the MU-MIMO client group. For exam-
ple, four clients could receive spatial streams simultaneously in 
the first downlink transmission and then four different clients 
might receive spatial streams simultaneously in the next down-
link transmission.

Downlink MU-MIMO was first introduced in the second genera-
tion of 802.11ac radios. However, very few MU-MIMO-capable 
802.11ac (Wi-Fi 5) clients were ever introduced to the market-
place, and the technology has rarely been used in the enterprise. 
Figure  3-3 displays the maximum client capabilities view within 
the ExtremeCloud IQ management platform. In this example, 
less than 10 percent of the clients support MU-MIMO. However, 
MU-MIMO capabilities of the client population will grow over 
time because Wi-Fi 6 radios are required to support downlink 
MU-MIMO.

A key difference between Wi-Fi 5 (802.11ac) MU-MIMO and Wi-Fi 6  
MU-MIMO is how many MU-MIMO clients communicate with an 
AP at the same time. Wi-Fi 5 is limited to a MU-MIMO group of 
only four clients. Wi-Fi 6 is designed to support up to 8x8:8 MU-
MIMO in both downlink and uplink, which allows it to serve up to 
eight users simultaneously and provide significantly higher data 
throughput.

MU-MIMO also requires transmit beamforming (TxBF), which 
requires sounding frames. The sounding frames add excessive 
overhead, especially when the bulk of data frames are small. 
The overhead from the sounding frames usually negates any 
performance gained from a MU-MIMO AP transmitting down-
link simultaneously to multiple 802.11ac clients. To address this 
issue, 802.11ax includes MU-MIMO enhancements like grouping 

FIGURE 3-3: Maximum client capabilities.
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sounding frames, data frames, and other frames among multiple 
users to reduce overhead.

Downlink MU-MIMO is available in all Wi-Fi 6 radios. Support 
for uplink MU-MIMO was not available in the first generation of 
Wi-Fi 6 radios, however, vendors will have the option to support 
uplink MU-MIMO in second generation radios.

I Need Some Space
Wi-Fi 6 clients support downlink MU-MIMO, but MU-MIMO 
requires spatial diversity. Because of this, physical distance 
between the clients is necessary (See Figure  3-4). Additionally, 
MU-MIMO is more effective if the clients remain stationary. 
Moving targets are harder to hit! Even if all Wi-Fi clients support 
MU-MIMO, the majority of modern-day enterprise deployments 
of Wi-Fi involve a high density of users and devices, which are not 
ideal for MU-MIMO conditions.

Almost all indoor WLANs are high-density (HD) environments 
because there are so many users and so many devices. Many of the 
users want to connect to an enterprise WLAN with as many as three 
or four Wi-Fi devices. Most high-density environments consist of 
multiple areas where roaming is also a top priority; therefore, cli-
ents are mobile and not stationary. The required spatial diversity 

FIGURE 3-4: Spatial diversity – MU-MIMO.
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simply does not exist within the bulk of indoor enterprise Wi-Fi 
high-density deployments as depicted in Figure 3-5.

Bridge over Troubled Waters
A very good use case for MU-MIMO is point-to-multipoint (PtMP) 
bridge links between buildings (see Figure  3-6). The spatial 
diversity that is required for MU-MIMO exists in this type of out-
door deployment. Bridge links require high bandwidth, which 
MU-MIMO can deliver with a PtMP deployment.

FIGURE 3-5: High-density enterprise Wi-Fi deployment.

FIGURE 3-6: Point-to-multipoint (PtMP) bridge links.
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What Is the Difference?
So how do the two Wi-Fi 6 multi-user technologies match up? 
Table 3-1 compares OFDMA and MU-MIMO.

MU-MIMO would theoretically be a favorable option in very low 
client density, high-bandwidth application environments where 
large packets are transmitted.

The minimum RU size for MU-MIMO (downlink or uplink) is  
106 subcarriers or greater.

Wi-Fi allows for simultaneous use of both MU-OFDMA and  
MU-MIMO, but this is not expected to be widely implemented.

Do not confuse OFDMA with MU-MIMO. OFDMA enables multi- 
user access by subdividing a channel. MU-MIMO enables multi-user 
access by using different spatial streams.

TABLE 3-1 OFDMA and MU-MIMO Comparison
OFDMA MU-MIMO

Increased efficiency Increased capacity

Reduced latency Higher data rates per user

Best for low-bandwidth applications Best for high-bandwidth applications

Best with small packets Best with large packets
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A Splash of Wi-Fi Color

If you’re reading a book, you might use highlighters to add color 
to specific important passages or to differentiate sections of 
text. Obviously, you can do the same to text in electronic docu-

ments and spreadsheets as well. Now, you can add color to your 
Wi-Fi! In this chapter, you learn about BSS color and spatial reuse 
operation, which have the potential to decrease medium conten-
tion overhead.

OBSS AKA Co-Channel Interference
Wi-Fi uses radio frequency communication, which is a half-duplex 
medium — only one radio can transmit on a frequency domain at 
any given time. A frequency domain is a fancy technical phrase for 
a channel. Everyone must take turns because if everyone “talks” 
at the same time, no data is communicated because no one is 
“listening.”

Wi-Fi networks use the carrier sense with multiple access colli-
sion avoidance (CSMA/CA) method to ensure that only one radio 
can transmit on the same channel at any given time. An 802.11 
radio defers transmissions if it hears the physical (PHY) pre-
amble transmissions of any other 802.11 radio at a signal detect 
(SD) threshold of just four decibels or more above the noise floor. 
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CSMA/CA is necessary to avoid collisions; however, the deferral 
of transmissions also consumes valuable airtime. This problem is 
called contention overhead. Unnecessary medium contention over-
head that occurs when too many access points (APs) and clients 
hear each other on the same channel is called an overlapping basic 
service set (OBSS), shown in Figure 4-1. OBSS is also more com-
monly referred to as co-channel interference.

For example, if AP-1 on channel 6 hears the preamble transmis-
sion of a nearby AP (AP-2), also transmitting on channel 6, AP-1 
defers and can’t transmit at the same time. Likewise, all the cli-
ents associated to AP-1 must also defer transmission if they hear 
the preamble transmission of AP-2. The basic service set (BSS) is 
the cornerstone topology of Wi-Fi network. The communicating 
devices that make up a BSS consist of one AP radio with one or 
more client stations. OBSS creates medium contention overhead 
and consumes valuable airtime because you have two basic service 
sets on the same channel that can hear each other — thus, the 
term OBSS.

In reality, Wi-Fi clients are the primary cause of OBSS inter-
ference. As shown in Figure  4-2, if a client associated to AP-1 
is transmitting on channel 36, it is possible that AP-2 (and any 

FIGURE 4-1: OBSS – Overlapping basic service set.
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clients associated to AP-2) will hear the PHY preamble of the cli-
ent and must defer any transmissions.

Due to the mobile nature of Wi-Fi client devices, OBSS interfer-
ence isn’t static. The situation changes as client devices move.

The primary goal of channel reuse patterns is to reduce co-
channel interference (also known as OBSS). A channel reuse plan 
reduces airtime consumption caused by OBSS by isolating fre-
quency domains. However, only three channels are used in the 
2.4 GHz band. Because only three channels are available in the 
2.4  GHz band and because OBSS is caused by clients, medium 
contention deferral is pretty much inevitable in the 2.4 GHz band. 
Co-channel interference can also be a problem in the 5 GHz band, 
especially if many of the 5 GHz channels are not available for a 
5  GHz channel reuse plan. To increase capacity in dense envi-
ronments, frequency reuse between basic service sets needs to be 
increased.

BSS Color
Wi-Fi 6 technology defines a method that may increase the chan-
nel reuse by a factor of eight. BSS color, also known as BSS color-
ing, is a method for addressing medium contention overhead due 
to OBSS. BSS color is an identifier of the basic service set (BSS). 

FIGURE 4-2: OBSS interference caused by client.
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In reality, the BSS color identifier is not a color, but instead is 
a numerical identifier. Wi-Fi 6 radios are able to differentiate 
between BSSs using a BSS color (numerical identifier) when other 
radios transmit on the same channel.

BSS color information is communicated at both the PHY layer and 
the MAC sublayer. In the preamble of an 802.11ax PHY header, the 
SIG-A field contains a 6-bit BSS color field. This field can identify 
as many as 63 BSSs. At the MAC sublayer, BSS color information 
is seen in 802.11 management frames. The HE operation informa-
tion element contains a subfield for BSS color information. Six bits 
can be used to identify as many as 63 different colors (numerical 
values) and represent 63 different BSSs. The goal is for Wi-Fi 6 
radios to differentiate between BSSs using a BSS color identifier 
when other radios transmit on the same channel.

BSS color detects a color bit in the PHY header of a Wi-Fi 6 radio 
frame transmission. This means that legacy 802.11a/b/g/n radios 
will not be able to interpret the color bits because they use a dif-
ferent PHY header format.

As shown in Figure 4-3, the purpose of BSS color is to uniquely 
identify different BSSs even though they are transmitting on the 
same channel. Keep in mind that this figure is a visual illustration 
and that the color information is actually a numerical value. When 
a Wi-Fi 6 radio is listening to the medium and hears the PHY 
header of an 802.11ax frame sent by another Wi-Fi 6 radio, the 
listening radio will check the BSS color of the transmitting radio. 
Channel access is dependent on whether the BSS color is the same 
or different as described below:

 » Intra-BSS: If the color is the same, then the frame is 
considered an intra-BSS transmission, and the listening radio 
will defer. If the color is the same, this is considered to be an 
intra-BSS frame transmission. In other words, the transmit-
ting radio belongs to the same BSS as the receiver; therefore, 
the listening radio will defer.

 » InterBSS: If the color is different, then the frame is consid-
ered an inter-BSS transmission from an OBSS. In other words, 
the transmitting radio belongs to a different BSS and 
deferral may not be necessary for the listening radio.
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Spatial Reuse Operation
Using a procedure called spatial reuse operation (SRO), Wi-Fi 6 can 
apply adaptive clear channel assessment (CCA) thresholds for 
detected OBSS frame transmissions. The goal of BSS color and 
spatial reuse is to ignore transmissions from an OBSS and there-
fore be able to transmit at the same time. Every device can calm 
down and focus on its own job.

In the example shown in Figure 4-4, three BSSs transmitting on 
channel 36 have been assigned the BSS colors of red, blue, and 
green. This would be considered an inter-BSS environment. The 
APs and clients that belong to the red and green BSSs are within 
close proximity of each other and deferral is most likely needed. 
However, despite being on the same channel, deferral may not be 
necessary between the APs and clients that are members of the 
red and blue BSSs. Because of the greater physical distance, an 
adaptive CCA threshold might be used.

802.11 (Wi-Fi) radios use a clear channel assessment (CCA) to 
appraise the RF medium. If the RF medium is busy, an 802.11 radio 
does not transmit and instead defers for a period of time, called 
a slot time. The CCA involves listening for RF transmissions at 
the Physical layer. 802.11 radios use two separate CCA thresholds 
when listening to the RF medium. The signal detect (SD) thresh-
old is used to identify the incoming 802.11 preamble transmis-
sion from another transmitting 802.11 radio. The preamble is a 

FIGURE 4-3: BSS color.
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component of the Physical layer header of 802.11 frame transmis-
sions. The signal detect (SD) threshold is statistically close to a 
4 dB signal-to-noise ratio (SNR) for most 802.11 radios to detect 
and decode an 802.11 preamble. In other words, an 802.11 radio 
can usually decode any incoming 802.11 preamble transmissions 
at a received signal at about 4 dB above the noise floor.

The energy detect (ED) threshold is used to detect any other type 
of RF transmissions during the clear channel assessment (CCA). 
The ED threshold is 20 dB higher than the signal detect threshold. 
Think of the signal detect threshold as a method of detecting and 
deferring Wi-Fi radio transmissions. Think of the energy detect 
threshold as a method of detecting and deferring any signals from 
non-802.11 transmitters. Both thresholds are used together dur-
ing the CCA to determine whether the medium is busy and there-
fore must defer transmissions.

OBSS interference is a result of radios deferring based on the sig-
nal detect (SD) threshold being so low. Statistically, most radios 
can decode an 802.11 preamble if the received signal is only 4 dB 
above the noise floor. As a result of this very low signal detect 
threshold, APs and clients on the same channel hear each other 
and will defer, despite being separated by significant physical 
distance.

Many enterprise WLAN vendors offer a configuration threshold 
setting on APs called receive start of packet (RX-SOP). This config-
uration setting gives administrators the capability to fine-tune 
and manipulate the signal detect threshold of APs. For example, 
an admin could manually set the SD threshold to a less sensitive 

FIGURE 4-4: Inter-BSS.
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value as opposed to 4 dB above the noise floor. A less sensitive 
SD threshold will result in a reduction in co-channel interference 
from nearby APs and clients on the same channel. The RX-SOP 
setting should not be taken lightly. If the threshold is raised too 
high, transmissions from nearby APs on the same channel will 
corrupt data and cause a degradation of performance that is actu-
ally worse than the performance loss due to the deferral of OBSS 
interference.

Spatial reuse operation (SRO) allows Wi-Fi 6 radios to apply 
adaptive clear channel assessment (CCA) signal detect thresholds. 
Think of SRO as a dynamic implementation of the static RX-SOP 
threshold settings.

Based on the detected BSS color, Wi-Fi 6 radios can implement an 
adaptive CCA that can raise the signal detect threshold for inter-
BSS frames, while maintaining a lower threshold for intra-BSS 
traffic. If the signal detect threshold is raised higher for incom-
ing OBSS frames, a radio might not need to defer, despite being 
on the same channel. The adaptive signal detect threshold can be 
adjusted on a per-color and per-frame basis for inter-BSS traffic. 
In the example in Figure 4-5, a static SD threshold of –96 dBm 
(decibels relative to 1 milliwatt) might be used for the reception 
of intra-BSS traffic, whereas an adaptive SD threshold between  
–96 dBm to –83 dBm might be used for inter-BSS traffic.

BSS color together with spatial reuse operation has the potential 
to decrease the OBSS channel contention problem that is symp-
tomatic of existing low SD thresholds. Will BSS color solve the 
co-channel interference problem? The answer is: Probably not 
any time soon. First, keep in mind that legacy clients do not have 
the capability to distinguish between BSSs on the same channel. 
Second, getting the adaptive SD thresholds to work properly will 

FIGURE 4-5: Spatial reuse operation – Adaptive CCA.
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be a challenge for the Wi-Fi 6 radio chipset manufacturers. Much 
as RX-SOP can be a dangerous configuration setting, the dynamic 
and adaptive SD thresholds could also have a negative impact. 
While BSS color and SRO hold potential, the technology may take 
a long time to mature before it is effective in a real-world Wi-Fi 
environment.
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Additional Wi-Fi 6 
Enhancements

You can never have too many good things, can you? Wi-Fi 6 
is overflowing with brand new features that make life bet-
ter. In this chapter, you learn about several other Wi-Fi 6 

enhancements including target wake time (TWT), 1024 quadra-
ture amplitude modulation (1024-QAM), and new frame formats, 
as well as other Wi-Fi 6 efficiency mechanisms.

Target Wake Time (TWT)
Target wake time (TWT) is a Wi-Fi 6 enhanced power-saving 
mechanism. A TWT is a negotiated agreement, based on expected 
traffic activity between the access point (AP) and clients, to spec-
ify a scheduled target wake-up time for Wi-Fi 6 clients in power-
save (PS) mode. The negotiated TWTs allow an AP to manage 
client activity by scheduling client stations to operate at different 
times in order to minimize contention between the clients. A TWT 
reduces the required amount of time that a client station in PS 
mode needs to be awake.
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This enhancement allows the client to “sleep” longer and reduce 
energy consumption. As opposed to legacy client power-saving 
mechanisms such as delivery traffic indication map (DTIM), which 
require sleeping client devices to wake up in microsecond inter-
vals, TWT could theoretically allow client devices to sleep for hours. 
TWT is thus an ideal power-saving method for mobile devices and 
Internet of Things (IoT) devices that need to conserve battery life.

As depicted in Figure 5-1, a TWT frame exchange is used between 
the AP and the clients to negotiate a scheduled TWT.  For each 
Wi-Fi 6 client, there can be as many as eight separate negotiated 
scheduled wake-up agreements for different types of application 
traffic. Once the negotiation is complete, the clients sleep and 
then awaken at the targeted intervals. Wi-Fi 6 has also extended 
TWT functionality to include a non-negotiated TWT capability. 
An AP can create wake-up schedules and deliver TWT values to 
the Wi-Fi 6 clients via a broadcast TWT procedure.

The TWT power-saving capabilities are ideal for Internet of Things 
(IoT) devices. TWT was originally defined in the 802.11ah amend-
ment, which defined the use of Wi-Fi in frequencies below 1 GHz. 
Despite the goal of moving IoT devices to a lower frequency band, 
most IoT devices with a Wi-Fi radio still currently transmit in the 
2.4 GHz frequency band. Because 802.11ax now also defines TWT, 
these same extended power-saving capabilities could be available 
to IoT devices with 802.11ax radios that transmit in the 2.4 GHz 
band. It remains to be seen if IoT device companies will manu-
facture IoT devices with 802.11ax radios; however, the potential to 
conserve battery life is attractive if the devices are TWT-capable.

FIGURE 5-1: Target wake time.
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1024-QAM
Although the primary goal of Wi-Fi 6 is increased efficiency, more 
speed is not a bad thing. Elevated efficiency and more speed are 
not mutually exclusive goals. Quadrature amplitude modulation 
(QAM) uses both the phase and amplitude of a radio frequency 
signal to represent data bits. Wi-Fi will support 1024-QAM and 
new modulation and coding schemes (MCSs) that define higher 
data rates.

For comparison, 256-QAM (introduced in 802.11ac) modulates  
8 bits per symbol, whereas 1024-QAM modulates 10 bits per  
symbol  — a potential 25 percent increase in data through-
put. Wi-Fi 6 also introduces two new MCSs that make use of  
1024-QAM modulation: MCS-10 and MCS-11, both of which are 
optional. In first generation Wi-Fi 6 radios, 1024-QAM may only 
be used with 242-subcarrier resource units (RUs) or larger. This 
means that at least a full 20 MHz of channel bandwidth will be 
needed for 1024-QAM.

Much like 256-QAM, very high signal-to-noise ratio (SNR) 
thresholds (35 decibels or more) will be needed in order for Wi-Fi 6  
radios to use 1024-QAM modulation. Pristine radio frequency 
environments with a low noise floor and close proximity between 
a Wi-Fi 6 client and a Wi-Fi 6 AP will most likely be needed.

A constellation diagram, also known as a constellation map, is a 
two-dimensional diagram often used to represent QAM modula-
tion. A constellation diagram is divided into four quadrants, and 
different locations in each quadrant can be used to represent data 
bits. Areas on the quadrant relative to the horizontal axis can be 
used to represent various phase shifts. Areas relative to the verti-
cal axis are used to represent amplitude shifts.

The number of points in the modulation constellation map deter-
mines the number of bits conveyed with each symbol. Figure 5-2 
shows a comparison of constellation charts between 256-QAM 
and 1024-QAM modulation. As you can see, 1024-QAM has many 
more constellation points. Error vector magnitude (EVM) is a mea-
sure used to quantify the performance of a radio receiver or trans-
mitter with regard to modulation accuracy. With QAM modulation, 
EVM is a measure of how far a received signal is from a constella-
tion point. Any Wi-Fi 6 radios that use 1024-QAM modulation will 
need strong EVM and receive sensitivity capabilities.
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Long Symbol Time and Guard Intervals
For digital signals, data is modulated onto the carrier signal in 
bits or collections of bits called symbols. 802.11ax introduces a 
longer OFDM symbol time of 12.8 µs (microseconds), which is four 
times the legacy symbol time of 3.2 µs. The increase in the num-
ber of subcarriers (tones) also increases the OFDM symbol dura-
tion. Subcarrier spacing is equal to the reciprocal of the symbol 
time. The symbol time used is four times longer, as 802.11ax uses 
subcarrier spacing of 78.125 KHz, which is one quarter the size of 
legacy 802.11n/ac subcarrier spacing.

The guard interval (GI) is a period of time between symbols that 
accommodates the late arrival of symbols over long paths. In a 
multipath environment, symbols travel different paths, so some 
symbols arrive later. A “new” symbol may arrive at a receiver 
before a “late” symbol has been completely received. This prob-
lem is known as intersymbol interference (ISI) and can result in 
data corruption. The delay spread is the time differential between 
multiple paths of the same signal. Normal delay spread is from  
50 nanoseconds to 100 nanoseconds, and a maximum delay spread 
is about 200 nanoseconds. The guard interval should be two to 
four times the length of the delay spread. Think of the guard 
interval as a buffer for the delay spread.

802.11a/g defined the use of a 0.8 µs (which equals 800 nanosec-
onds) guard interval, while 802.11n/ac also added the option for a 
0.4 µs (400 nanosecond) short guard interval, which was intended 

FIGURE 5-2: 256- and 1024-QAM.
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for use in indoor environments. When the legacy symbol time of 
3.2 µs, which is used for the modulated data, is combined with the 
standard 0.8 µs guard interval, the total symbol duration is 4.0 µs. 
When the legacy data symbol time of 3.2 µs is combined with the 
0.4 µs short guard interval, the total symbol duration is 3.6 µs.

Wi-Fi 6 radios utilize three different guard intervals that can be 
used together with the 12.8 µs symbol time that is used for the 
modulated data:

 » 0.8 µs Guard Interval: This guard interval is likely to be used 
for most indoor environments. When combined with the 
time of 12.8 µs that is used for the data, the total symbol 
time for indoor communications will be 13.6 µs.

 » 1.6 µs Guard Interval: This guard interval is intended for 
outdoor communications. When combined with the time of 
12.8 µs that is used for the data, the total symbol time will be 
14.4 µs. The guard interval may be needed in high multipath 
indoor environments to ensure the stability of uplink OFDMA 
or uplink MU-MIMO communication.

 » 3.2 µs Guard Interval: This guard interval is also intended 
for outdoor communications. When combined with the time 
of 12.8 µs that is used for the data, the total symbol time will 
be 16.0 µs. The longer symbol time and longer guard 
intervals will provide for more robust outdoor 
communications.

New PHY Headers
Wi-Fi 6 adds a new physical (PHY) header to all 802.11 frames. The 
PHY header contains a preamble and other information used for 
the initial communications setup between two radios. As shown 
in Figure 5-3, Wi-Fi 6 radios make use of four new PHY headers 
to support high efficiency (HE) radio transmission:

 » HE SU: The high efficiency single-user PHY header is used for 
single-user transmissions.

 » HE MU: The high efficiency multi-user PHY header is used for 
transmissions to one or more users. This format is not used 
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as a response to a trigger, which means this PHY header is 
used for trigger frames or downlink transmissions.

 » HE ER SU: The high efficiency extended-range single-user 
format is intended for a single user. Portions of this PHY 
header are boosted by 3 decibels to enhance outdoor 
communications and range.

 » HE TB: The high efficiency trigger-based format is for a 
transmission that is a response to a trigger frame. In other 
words, this PHY header format is used for uplink 
communications.

The preamble is used for synchronization between transmitting 
and receiving radios and consists of two parts: legacy and high 
efficiency (HE). The legacy preamble is easily decodable by legacy 
stations (STAs) and is included for backward compatibility. The 
HE preamble components are used to communicate information 
between Wi-Fi 6 radios about OFDMA, MU-MIMO, BSS color,  
and more.

20 MHz-Only Mode
Some Wi-Fi 6 client radios can take advantage of a 20 MHz-only 
mode of operation. Client stations will be able to inform an AP 
that they are operating as 20 MHz-only clients. As shown in  
Figure  5-4, a 20 MHz-only client can still operate within a  
40 MHz, 80 MHz, or 160 MHz channel. However, the 20 MHz-
only clients must communicate via RUs of the primary channel.

FIGURE 5-3: Wi-Fi 6 – PHY header formats.
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Very specific 26-tone RU, 52-tone RU, or 106-tone RU mappings 
within the primary channel are used by a 20 MHz-only client. 
This ensures that a 20 MHz-only client is only assigned the 
proper OFDMA tone mappings and RU allocations that the client 
can support even if larger channels are being used. As opposed to a 
smartphone or laptop client device, 20 MHz-only clients are small 
form factor devices with limited processing capability and lower 
power requirements. The 20 MHz-only operational mode is ideal 
for IoT clients that could take advantage of the Wi-Fi 6 power- 
saving capabilities but not necessarily need the full capabilities 
that Wi-Fi 6 has to offer. This configuration allows client manu-
facturers to design less complex chipsets at a lower cost, which 
is ideal for IoT devices.

Multi-TID AMPDU
Two terms that everyone should understand are MSDU and 
MPDU.  An 802.11 MAC Service Data Unit (MSDU) is the layer 3–7 
payload of an 802.11 data frame. An 802.11 MAC Protocol Data Unit 
(MPDU) is essentially a technical term for a wireless frame. An 
MPDU consists of a frame header, body, and trailer with the MSDU 
payload encapsulated in the frame body.

FIGURE 5-4: 20 MHz-only Wi-Fi 6 Client.
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Frame aggregation is a method of combining multiple frames 
into a single frame transmission. Fixed MAC layer overhead and 
medium contention overhead are reduced, which results in less 
airtime consumption. The most common method of frame aggre-
gation is known as aggregate MAC protocol data unit (A-MPDU). 
Multiple MPDUs can be aggregated into a single transmission. 
A-MPDU comprises multiple MPDUs and is prepended with a PHY 
header.

Prior to Wi-Fi 6, all the individual MPDUs must have been of the 
same 802.11e QoS access category when A-MPDU frame aggrega-
tion was used. Voice MPDUs could not be mixed with Best Effort 
or Video MPDUs within the same aggregated frame.

As shown in Figure 5-5, Wi-Fi 6 introduces multi-traffic identi-
fier aggregated MAC protocol data unit (multi-TID AMPDU), which 
allows the aggregation of frames from multiple traffic identifi-
ers (TIDs), from the same or different QoS access categories. The 
capability to mix MPDUs of different QoS traffic classes allows 
Wi-Fi 6 radios to aggregate more efficiently, reducing overhead 
and thus increasing throughput and therefore overall network 
efficiency.

FIGURE 5-5: Multi-TID AMPDU.
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Chapter 6

IN THIS CHAPTER

 » Celebrating the spectrum bonanza and 
worldwide adoption

 » Defining 6 GHz device classes and 
regulations

 » Exploring Automated Frequency 
Coordination

 » Understanding discovery mechanisms

 » Deploying channel reuse best practices

Wi-Fi 6E – A New 
Beginning in 6 GHz

Wi-Fi is setting up shop in the 6  GHz frequency band. 
Using Wi-Fi in this pristine RF environment is a wire-
less networking game-changer. In this chapter, you 

will learn about Wi-Fi 6E operations and real-world operational 
considerations.

Spectrum Bonanza
In early 2020, the U.S.  Federal Communications Commission 
(FCC) voted unanimously to make 1,200 megahertz of spectrum in 
the 6 GHz band available for unlicensed use in the United States. 
To put this in perspective, the new 6 GHz spectrum available for 
Wi-Fi is more than double the usable channels of the 2.4 GHz and 
5 GHz channels combined. So effectively, it triples the available 
unlicensed spectrum available for Wi-Fi. This, my friends, is an 
enormous spectrum bonanza.
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As shown in Figure 6-1, in the United States, there are as many 
as 59 new 20 MHz channels available across four U-NII bands. 
Additionally, this new availability includes the potential to use 
29 new 40  MHz channels. And yes, I am expecting the 14 new 
80 MHz channels in the 6 GHz band to be used extensively in the 
enterprise. All of these channels are defined by a center frequency 
and have a channel number for identification.

In late 2020, the Wi-Fi Alliance announced  Wi-Fi 6E as an 
extension for certifying the 802.11ax features and capabilities of  
Wi-Fi 6 to the 6 GHz band. Wi-Fi 6E is the industry marketing 
name that identifies Wi-Fi 6 devices that operate in 6 GHz.

One key difference of using the 6 GHz frequency band for 802.11ax 
technology is there is no need for backward compatibility. Because 
802.11a/b/g/n/ac radios operate only on the 2.4  GHz or 5  GHz 
band, and not the 6  GHz band, protection mechanisms aren’t 
needed. The 6 GHz frequency band will be a “pure” 802.11ax tech-
nology band for Wi-Fi communication (at least, as pure as any-
thing on the internet can be). The 6 GHz band has no dynamic 
frequency selection (DFS) requirements needed to avoid radar. 
Some incumbent transmitters in the 6 GHz band require a differ-
ent type of interference protection, which will be discussed later 
in this chapter.

WLAN vendors are already selling Wi-Fi 6E access points (APs) 
in many different form factors. In most cases, these devices have 
radios for all three bands (2.4, 5, and 6 GHz). However, only 
new Wi-Fi 6E client devices with 6 GHz radios can communicate 

FIGURE 6-1: 6 GHz U-NII bands and Wi-Fi channels (United States).
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with the 6 GHz radio in a Wi-Fi 6E AP. An older dual-frequency  
(2.4 and 5 GHz) smartphone only communicates with the 2.4 or 
5 GHz radio in a tri-band Wi-Fi 6E AP.

6 GHz Worldwide
As shown in Figure 6-2, many world regions are making all or 
portions of the 6 GHz frequency band available for Wi-Fi. As of this 
writing, 50 countries have approved or are considering new regu-
lations for the unlicensed use of 6 GHz. The Wi-Fi Alliance main-
tains a web page with a current list of countries enabling Wi-Fi 
in the 6 GHz band at www.wi-fi.org/countries-enabling-wi-
fi-6e. Ratification for unlicensed use usually follows regulatory 
approval in a timely fashion.

For example, Canada and the European Union (EU) already approved 
the reservation of the spectrum. Canada expects to ratify in late fall 
to early 2022, and EU ratification of Wi-Fi 6E operation is expected 
sometime after that. Some regions will be more restrictive than 
others. For example, only 500 MHz of 6 GHz frequency space will be 
available for Wi-Fi 6E in the EU. As shown in Figure 6-3, European 
regulators are focusing only on the UNII-5 band (5.925-6.425 
GHz). This means that 24 new 20 MHz channels, 12 new 40 MHz 

FIGURE 6-2: The worldwide view of 6 GHz Wi-Fi.

http://www.wi-fi.org/countries-enabling-wi-fi-6e
http://www.wi-fi.org/countries-enabling-wi-fi-6e
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channels, and six new 80 MHz channels are available for Wi-Fi 6E 
communications in Europe.

Device Classes and Regulations
Each country defines power regulations on how these 6  GHz 
bands can be used for Wi-Fi. For this book, I will focus on the 
United States regulations as mandated by the FCC. The good news 
is that the international regulatory organizations for spectrum 
management communicate with one another. Therefore, many of 
the rules and regulations outlined in this book will be very similar 
in other regions of the world.

The FCC is authorizing the use of the entire 6 GHz band and all 
four of the U-NII bands for indoor use. However, the FCC does 
define seven different classes of Wi-Fi equipment that can be 
used. The rules of operation are different for these seven differ-
ent types of devices. To keep it simple, I focus on the differences 
between indoor and outdoor Wi-Fi regulations.

As shown in Table  6-1, a new device class of low-power indoor 
(LPI) APs is allowed to transmit indoors only with a maximum 

FIGURE 6-3: 6 GHz Wi-Fi in Europe.
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equivalent isotropically radiated power (EIRP) of 30 dBm. Addition-
ally, low-power indoor clients can connect to the LPI APs with a 
maximum EIRP of 24 dBm. Client devices in Wi-Fi 6E, for both 
low power and standard power operations, are restricted to 6 dB 
lower than the AP.

The FCC will also require that all low-power devices incorporate 
permanently attached integrated antennas. Requiring an inte-
grated antenna makes it significantly more difficult for some-
one to replace a device’s antenna with a higher gain antenna. The 
FCC has determined that abiding by these indoor power restric-
tions will not interfere with any incumbent outdoor services. As 
a result, effectively, the entire 6 GHz band will be available for 
indoor Wi-Fi in the United States. Some of the other regulations 
for LPI devices include:

 » Low-power indoor APs are limited to indoor locations, have 
an integrated antenna, and cannot use a weatherized 
enclosure.

 » Low-power indoor APs are prohibited on oil platforms, cars, 
trains, boats, and aircraft. The exception is that LPI APs can 
be used for in-flight entertainment systems in large passen-
ger aircraft above 10,000 feet.

 » Low-power indoor APs are prohibited for control of or 
communications with unmanned aircraft systems. So sorry, 
no 6 GHz Wi-Fi drones.

TABLE 6-1 Expanded unlicensed use of the 6 GHz band  
(United States)

Device Class Operating Band Maximum EIRP

Low-Power Indoor (LPI) AP U-NII-5 (5.925-6.425 GHz)

U-NII-6 (6.425-6.525 GHz)

U-NII-7 (6.525-6.875 GHz)

U-NII-8 (6.875-7.125 GHz)

30 dBm

Client Connected to LPI AP 24 dBm

Standard-Power AP (AFC 
Controlled)

U-NII-5 (5.925-6.425 GHz)

U-NII-7 (6.525-6.875 GHz)

36 dBm

Client Connected to  
Standard-Power AP

30 dBm
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 » Low-power indoor APs must be powered by a wired 
connection and not by battery power. LPI APs may use 
battery backup only during power outages.

 » Client devices must remain indoors while under the control 
of the LPI AP. Indoor clients are prohibited from making a 
direct air interface connection to other clients.

In the United States, the rules for outdoor Wi-Fi in the 6  GHz 
band are quite different from what is permitted indoors. As indi-
cated earlier in Table 6-1, the U-NII-6 and U-NII-8 bands are 
not available at all for unlicensed outdoor communications. The 
U-NII-6 and U-NII-8 bands are already licensed for mobile sat-
ellite services and fixed satellite services (FSS) used in the broad-
cast and cable industries. Therefore, these two bands will be 
unavailable for outdoor Wi-Fi. The FCC does define another 
device class of a standard-power AP for unlicensed outdoor com-
munications in the U-NII-5 and U-NII-7 bands. The maximum 
EIRP for a standard-power AP is 36 dBm. Clients that connect to a  
standard-power AP can have a maximum EIRP of 30 dBm. Addition-
ally, expect spectrum management restrictions to protect licensed 
incumbent fixed services in the U-NII-5 and U-NII-7 bands.

Automated Frequency Coordination
For outdoor Wi-Fi communications in the U-NII-5 and U-NII-7 
bands, the FCC will mandate the use of automated frequency coor-
dination (AFC) to protect the incumbents. An AFC system will use 
geolocation databases to manage real-time frequency assign-
ments to protect incumbent operations from RF interference. 
Before transmitting, a standard-power AP is required to obtain a 
list of permissible frequencies or a list of prohibited frequencies 
on which it cannot transmit, from an AFC system. The geographic 
coordinates of the AP should be automatically determined by GPS 
or a similarly reliable method before checking in with the AFC 
system.

For example, you might want to deploy an outdoor standard-
power AP in Brookhaven, Georgia. Using either GPS or another 
method, you determine that the latitude of the AP is 33.865105 N, 
longitude is 84.336594 W, and the elevation is 304 meters. The AP 
would then use automated mechanisms to register its coordinates 
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with an FCC-approved AFC system provider. The AP’s antenna 
height is also taken into consideration. The database of the AFC 
system provider automatically checks for possible interference 
with any incumbents. The AFC system provider determines the 
exclusion zones where standard power APs might cause harm-
ful interference to incumbent links in the U-NII-5 and U-NII-7 
bands. If an incumbent fixed service (FS) is nearby, a three- 
dimensional AFC protection contour is enforced on the standard-
power Wi-Fi AP.

As shown in Figure 6-4, an AFC system provider calculates a pro-
tection area around every incumbent fixed service (FS) receiver 
using licensee data in the FCC’s Universal Licensing System 
(ULS). Standard-power APs operating above 5 dBm/MHz and all 
outdoor APs must send their 3D location information to the AFC 
before they are allowed to transmit. The AFC system provider uses 
incumbent protection contours that account for an AP’s geoloca-
tion, power, and other variables to determine which channels are 
permissible for the AP to transmit.

In simpler words, the AP may not be allowed to transmit or may 
be required to lower its power well below 36 dBm EIRP to avoid 
interference with the incumbent. If there are no nearby incum-
bents in the area, the AP can transmit. AFC will be essential in 
urban areas and large cities where there are numerous incum-
bents. Think of this system like air traffic control to keep planes 
from crashing into each other. The automatic mechanisms just 
don’t need time off, coffee, or a fancy tower near the airport.

FIGURE 6-4: Automated Frequency Coordination.
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Although the FCC has used coordinated spectrum management 
systems in other frequency bands with success, all of the AFC 
rules and system providers are not yet in place. In most coun-
tries, low-power 6 GHz APs for indoor-only use will hit the mar-
ketplace before standard-power outdoor APs are available in 
the commercial market. Because so many incumbents exist in 
the United States, final approval for AFC implementation is not 
expected until late 2022 or even 2023. We may see the outdoor 
deployment of standard power APs in other countries sooner.

There has also been some discussion about allowing the use of 
very low power (VLP) devices to operate across the entirety of the 
6 GHz band (5.950-7.125 GHz), both indoors and outdoors, with-
out using an AFC.  These devices are intended for high-speed 
(transportation) or short-range client-to-client devices com-
munication. Without getting too detailed, the power limits would 
translate to a maximum EIRP of 5 dBm for a 20  MHz channel 
VLP device. Currently, the FCC is prohibiting the operation of VLP 
devices in the United States. However, approval of VLP devices is 
expected in other countries.

The Road to 6 GHz AP Discovery
Wi-Fi clients have traditionally used an active hunt-and-seek 
method to scan for APs. Clients send out probe request frames 
across the 2.4 and 5 GHz channels to discover APs. In 6 GHz, this 
traditional active scanning method is no longer efficient for ini-
tial AP discovery and even worse for roaming between APs. Client 
probing simply takes too much time because there are so many 
channels in the 6 GHz band. Wi-Fi clients can only send probe 
requests on 20 MHz channels, and scanning all 59 of the 20 MHz 
channels is not an option. Passive scanning on each channel 
would take even longer. It would take over 6 seconds for a client 
to listen for AP beacon frames on all 59 channels. Six seconds 
is an eternity in Wi-Fi communications. Therefore, new in-band 
and out-of-band AP discovery mechanisms have been designated 
for Wi-Fi 6E clients.

Surprisingly, the out-of-band discovery processes are expected to 
be the most widely used, even for Wi-Fi 6E clients already associ-
ated with a 6 GHz AP radio. Most chipsets used in Wi-Fi 6E client 
radios will also have 2.4 and 5 GHz capabilities, meaning they can 
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also scan and connect to APs using the legacy frequency bands. 
A tri-band AP can inform a Wi-Fi 6E client actively probing the 
2.4 GHz or 5 GHz bands about the existing 6 GHz radio co-located 
in the AP. Therefore, there are two defined out-of-band discovery 
methods:

 » Reduced neighbor report (RNR)

 » Multiple BSSID beacon frames

802.11v first defined the possible use of a reduced neighbor report 
(RNR) information element that can be used to include informa-
tion about a neighbor AP.  For Wi-Fi 6E, the “neighbor AP” is 
actually the 6 GHz radio housed in the same AP along with the 
2.4 GHz and 5 GHz radios. Wi-Fi 6E clients will learn about the 
available 6 GHz radio from the RNR information in either beacon 
or probe response frames sent by the AP’s 2.4 and 5 GHz radios.

In the example shown in Figure  6-5, a Wi-Fi 6E client sends 
directed probe requests across the 5 GHz band for an SSID called 
blue. Three APs answer with probe responses that carry basic ser-
vice set (BSS) parameters for the blue SSID for the 5 GHz channels 
of 36, 40, and 44. However, inside each probe response is also RNR 
information about the 6 GHz radios transmitting on  channels 53, 
85, and 117. The SSID might be the same across bands or different 
in each frequency. The client can then decide whether to con-
nect to 5 GHz AP radio, or even more likely, the available 6 GHz 
AP radio. Obviously, the goal is to eliminate probing time on the 
6 GHz band. The client device can be informed of available 6 GHz 
BSSs without ever scanning the 6 GHz band. These devices get a 
better roadmap, or maybe just an easier-to-read menu.

FIGURE 6-5: Out-of-band discovery.
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The same out-of-band discovery method is used when the Wi-Fi 6E  
client probes the 2.4  GHz band. The probe responses from the 
2.4  GHz radios in the APs will respond about 2.4  GHz channel 
availability and RNR information about the 6  GHz radios co-
located in the same AP.  Figure  6-6 shows an RNR information 
element from a 5 GHz probe response frame. Note that it indi-
cates a 6 GHz primary channel of 37 that is co-located in the same 
AP. The operating class is an indication of the 6 GHz channel size. 
An operating class of 134 indicates a 160 MHz channel. Likewise, 
133 denotes an 80 MHz channel, 132 indicates a 40 MHz channel, 
and 131 indicates a channel size of 20 MHz. The reduced neighbor 
report (RNR) can also show whether or not the 6 GHz SSID is the 
same as the 5 GHz SSID. And the Short SSID parameter is effec-
tively a hash of the 6 GHz SSID.

So, what if a client connects to a 6 GHz AP on channel 53 and 
wants to roam to another 6 GHz AP? Believe it or not, the most 
likely client active scanning method will once again be for the 
Wi-Fi 6E client to probe the 2.4 and/or 5 GHz channels to get RNR 
information about possible nearby 6 GHz APs to which the client 
might roam.

Another defined out-of-band discovery method utilizes multi-
ple BSSID beacon frames and probe responses. Multiple BSSID is 
also a capability that was originally specified in the IEEE 802.11v 
amendment. It reduces management frame overhead by eliminat-
ing the need for multiple beacons for multiple SSIDs and BSSIDs. 
For example, the SSID/BSSID information for the three SSIDs of 
employees, guests, and voice could be consolidated into a single 

FIGURE 6-6: Reduced neighbor report.
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beacon frame. Although this 802.11v capability has not been lev-
eraged in the past, Wi-Fi 6E clients may take advantage of it to 
passively learn about multiple SSIDs/BSSIDs available across the 
multiple bands housed in one AP.

Out-of-band discovery should be the primary method that Wi-Fi 6E  
clients use to discover 6 GHz APs. However, there are also three 
potential methods for in-band discovery of 6 GHz APs:

 » Passive: Fast Initial Link Setup (FILS) discovery announce-
ment frames

 » Passive: Unsolicited probe response frames

 » Active: Preferred Scanning Channels (PSC)

The first two in-band (6 GHz) discovery methods are passive.  
A FILS discovery announcement frame is analogous to a condensed 
beacon. Only critical information such as SSID, BSSID, and chan-
nel can be found in a FILS frame. If implemented, the 6 GHz AP 
sends this broadcast action frame out every 20 time units (TUs), 
approximately 20 milliseconds. The second passive method uses 
unsolicited probe response frames. A probe response frame contains 
all the same detailed information as a beacon. If implemented, the 
6 GHz AP sends these unsolicited probe responses to a broadcast 
address approximately every 20 milliseconds. You will note that 
both passive methods are timed well for VoWiFi mobile devices 
that might use off-channel passive scanning. Both methods are 
also referred to as fast passive scanning.

The third in-band AP discovery method is an active method and 
the only way in which Wi-Fi 6E clients can send probe requests. 
Active scans on a preferred scanning channel (PSC) are the only 
method used for in-band probing. Effectively, Wi-Fi 6E clients 
can only send probe requests on every fourth 20 MHz channel. 
As shown in Figure 6-7, PSC channels also serve as the primary 
channels when channel bonding is used for 80 MHz channels. The 
complete list of PSC channels is 5, 21, 37, 53, 69, 85, 101, 117, 133, 
149, 165, 181, 197, 213, and 229. Once again, the goal is that cli-
ents do not have to probe across all 59 channels. In fact, all three 
of these in-band discovery methods were originally intended for 
APs that only have a 6 GHz radio. In the real world, most ven-
dors will manufacture tri-frequency band APs. I expect PSC to be 
a widely used backup mechanism to the better discovery meth-
ods that occur out-of-band. However, FILS and unsolicited probe 
responses will most likely only be used in corner cases.
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Out-of-band discovery should be the primary method used, but 
try and think of the in-band discovery methods as a backup.

Everything Is Bigger in 6 GHz
Just like it’s a common truism that “everything is bigger in 
Texas,” when discussing Wi-Fi, “everything is bigger in 6 GHz.” 
Especially when talking about bigger and wider channels.

Actually, large Wi-Fi channels are not a new concept. 802.11n 
(Wi-Fi 4) introduced the use of 40 MHz channels in the 5 GHz 
frequency band. 802.11ac (Wi-Fi 5) introduced 80 MHz and even 
160 MHz channels in the 5 GHz band. Wi-Fi 6 radios that oper-
ate in the 5 GHz band can also use these wide channels. But the 
truth is that there simply is not enough frequency space in 5 GHz 
for an effective 80 MHz channel reuse plan. As a matter of fact, 
20 MHz channel reuse plans are still dominant in 5 GHz instead 
of 40 MHz.

40 MHz channels are created by bonding together two 20 MHz 
channels. Channel bonding effectively doubles the frequency 
bandwidth, meaning double the data rates. And doubling the data 
rates means double the throughput. Although 20  MHz channel 
reuse is the norm, 40 MHz channel reuse patterns can be effec-
tive in the 5 GHz band with good design best practices: Use all the 
dynamic frequency selection (DFS) channels with low power and 
thick walls with high attenuation. On a side note, channel bond-
ing should never be used in 2.4 GHz in the enterprise.

Now, very large 80 and 160 MHz channels are created by bond-
ing together multiple 20  MHz channels. Even though 80  MHz 
and 160 MHz channels are available in 5 GHz, they should not be 
used in the enterprise. Bottom line, 80 MHz and 160 MHz channel 

FIGURE 6-7: PSC and 80 MHz channels.



CHAPTER 6  Wi-Fi 6E – A New Beginning in 6 GHz      67

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

deployments do not scale in 5 GHz. There is simply not enough 
5 GHz frequency space, and co-channel interference is guaranteed 
to occur. Performance will drop significantly if 80 MHz channels 
are deployed on multiple 5 GHz APs in the enterprise.

But remember, “everything is bigger in 6 GHz,” so the potential of 
large channel reuse plans for 6 GHz is quite astounding. Because 
of all the available frequency space in 6 GHz, it is expected that 
40 MHz and even 80 MHz channel reuse plans will become stan-
dard practice. In the United States, 29 new 40 MHz channels can 
be used in a channel reuse plan. If all 29 of the 40 MHz channels 
are used, performance degradation due to co-chanel interference 
should be a non-issue. In Europe, there will be 12 new 40 MHz 
channels available for a reuse plan.

And for the first time, the use of 80 MHz channels will be a real-
ity for enterprise deployments. In the United States, 14 chan-
nels are available for an 80 MHz channel reuse plan in 6 GHz.  
Co-chanel interference can probably be limited if all 14 of the 
80  MHz channels are used together with careful planning and 
design. As a matter of fact, I expect that most enterprise vendor 
APs will have 80 MHz enabled as the default channel size.

You might ask, “What about the noise floor?” Another problem 
with channel bonding is that it also results in a higher noise floor. 
The noise floor rises 3 dB when 40 MHz channels are used. If the 
noise floor is 3 dB higher, then the signal-to-noise ratio (SNR) is 
3 dB lower, which means that the Wi-Fi radios may shift down 
to lower modulation data rates. In many cases, this offsets some 
of the bandwidth gains that the extra frequency space provides. 
If 80 MHz channels are deployed, the noise floor is 6 dB higher, 
and the SNR is 6 dB lower. A 6 dB hit on SNR is significant. Would 
this problem still apply to 6 GHz? Yes, but there is a solution. 
And it doesn’t involve contacting the authorities about all that 
loud music next door. Instead, the FCC has defined new transmit 
power rules that actually favor the use of large 80 MHz channels.

An intriguing difference in 6  GHz will be the new power spec-
tral density (PSD) rules that should offset rises in the noise floor 
caused by channel bonding. PSD is the measure of signal-strength 
(energy) variations as a function of frequency. A unit of PSD is 
energy per frequency (width), for example, 5 dBm/MHz.
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For 6 GHz channels, the FCC limits radios and antennas by power 
spectral density (PSD). The FCC will allow a maximum radiated 
power spectral density of 5 dBm per 1 megahertz for low-power 
indoor (LPI) APs. Under the control of the LPI APs, clients are 
permitted a maximum radiated power spectral density of -1 dBm 
per 1 megahertz. Confused yet?

Let me try and make this a little easier to understand. Signal- 
to-noise ratio (SNR) is a great metric for a quality RF signal.  
Figure 6-8 shows that the SNR is simply the difference in decibels 
between the received signal and the background noise (noise floor) 
measured in decibels (dBs). If a Wi-Fi radio receives a signal of  
–70 dBm and the noise floor is measured at –95 dBm, the dif-
ference between the received signal and the background noise is  
25 dB. Therefore, the SNR is 25 dB.

An SNR of 25 dB or greater is considered good signal quality,  
and an SNR of 10 dB or lower is considered very poor signal 
 quality. An SNR of below 10 dB will likely result in data corrup-
tion and retransmission rates as high as 50 percent. To ensure 
that frames are not corrupted due to a low SNR, most WLAN ven-
dors recommend a minimum SNR of 20 dB for data WLANs and 
a minimum SNR of 25 dB for WLANs that require voice-grade 
communications.

In the past, EIRP has always been a constant and the SNR a vari-
able. Every time you double the channel size, the 3 dB rise in the 
noise floor lowers the SNR. However, the new FCC indoor rules in 
6 GHz instead keep PSD constant. And every time you double the 
channel size, the EIRP is also increased. As shown in Table 6-2, 
the noise floor still rises 3 dB, but so does the EIRP by 3 dB. The 
result is an Effective EIRP that stays at the same level, and even 
more important is that the SNR remains constant. Please note that 
SNR is dependent on the RF environment, and the table assumes 
that we have a quality SNR of 25 dB.

FIGURE 6-8: Signal-to-noise ratio.
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I once promised myself that I would not put any formulas in a 
Dummies booklet, but I will break that promise. The conversion 
between PSD and EIRP can be calculated with this simple loga-
rithmic formula:

EIRP = PSD (dBm/MHz) + 10log(channel width in MHz)

The bottom line is that the 5 dBm/MHz rules will compensate for 
the 3 dB rise in the noise floor when 6 GHz channels are bonded. 
As a result, 80  MHz channel reuse patterns in the enterprise 
could become common in countries with the entire 1,200 MHz of 
6 GHz frequency space available. In Europe, 40 MHz will prob-
ably be more common because there are twelve 40 MHz channels 
available for a reuse plan, but only six 80 MHz channels. Keep in 
mind that 6 GHz Wi-Fi has not been field-tested yet; therefore, it 
remains to be seen if 80 MHz channel reuse patterns in the enter-
prise become prevalent. But certainly, 40 MHz channel plans will 
be feasible. So, will 160 MHz channels be used in the enterprise? 
Probably not at any scale; however, APs deployed in isolated areas 
could use a 160 MHz channel.

Another thing to consider when deploying big channels in 6 GHz 
is the selection of the primary channels. When channel bonding 
is used, one 20  MHz channel is selected as the primary channel 
while all the other channels are known as secondary channels. 
The primary channel is used for the transmission of management 
and control frames. On the other hand, data frames are modulated 
across the entire bonded channel. In 5 GHz, almost always, the 
first 20 MHz of any 40, 80, or 160 MHz channel is the primary. 

TABLE 6-2 EIRP, PSD, and Channel Size for Low-Power  
Indoor (LPI) APs

EIRP PSD
Channel 
Width

Noise 
Floor

Effective 
EIRP

Assumed 
SNR

18 dBm 5 dBM/MHz 20 MHz 18 dBm 25 dB

21 dBm 5 dBM/MHz 40 MHz +3 dBM 18 dBm 25 dB

24 dBm 5 dBM/MHz 80 MHz +6 dBM 18 dBm 25 dB

27 dBm 5 dBM/MHz 160 MHz +9 dBM 18 dBm 25 dB

30 dBm 5 dBM/MHz 320 MHz +12 dBM 18 dBm 25 dB
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This will be different in 6 GHz; instead, the second 20 MHz of 
any 40, 80, or 160 MHz channel will usually be the primary. Take 
a look at Figure 6-9, which depicts the U-NII-5 band in 6 GHz.  
I refer you to the earlier discussion about preferred scanning 
channels (PSCs) used for active discovery.

If PSC is used, the PSC channels must also serve as the primary 
channels when channel bonding is used for 40, 80, or 160 MHz 
channels. Please note that the positioning of the PSC channels is 
the second 20 MHz of a bonded channel. If enabled, the PSC chan-
nels also function as the primary channel for half of the 40 MHz 
channels and all 80 MHz channels, as shown in Figure 6-8.

Because PSC is expected to be enabled on most APs, my recom-
mendation would be to always use the second 20 MHz channel as 
the primary in any 40, 80, or 160 MHz channels.

FIGURE 6-9: Preferred scanning channels and primary channels.
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Chapter 7

IN THIS CHAPTER

 » Understanding WPA3-Personal

 » Achieving WPA3-Enterprise

 » Reviewing Enhanced Open

 » Outlining some key 6 GHz security 
takeaways

 » Implementing WIPS

Security in a 6 GHz 
Wi-Fi 6E World

Prior to the expected 6 GHz Wi-Fi spectrum bonanza, ongoing 
enhancements were made toward shoring up Wi-Fi security 
with both WPA3 and Enhanced Open for all Wi-Fi frequen-

cies. As is to be expected, there will be Wi-Fi security consider-
ations when deploying Wi-Fi in the 6  GHz frequency band. The 
Wi-Fi Alliance will require WPA3 security certification for Wi-Fi 6E 
devices that will operate in the 6 GHz band. Furthermore, support 
for the Enhanced Open security certification will also be mandatory.

WPA3-Personal
In August 2019, the Wi-Fi Alliance began testing access points 
(APs) and clients for the Wi-Fi Certified WPA3 certification. Wi-Fi 
Protected Access 3 (WPA3) defines enhancements to the existing 
WPA2 security capabilities for 802.11 radios.

By far, the most significant change defined by WPA3 is the 
replacement of preshared key (PSK) authentication with Simul-
taneous Authentication of Equals (SAE), which is resistant to offline 
dictionary attacks. SAE is based on a Dragonfly key exchange. 
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Dragonfly is a patent-free and royalty-free technology that 
uses a zero-knowledge proof key exchange, which means a user 
or device must prove knowledge of a password without reveal-
ing the password. Think of SAE as a more secure PSK authenti-
cation method. The goal is to provide the same user experience 
by still using a passphrase. However, the SAE protocol exchange 
protects the passphrase from brute-force dictionary attacks. The 
passphrase is never sent between Wi-Fi devices during the SAE 
exchange.

As shown in Figure 7-1, an SAE process consists of a commitment 
message exchange and a confirmation message exchange. The 
commitment exchange is used to force each radio to commit to a 
single guess of the passphrase. Next, the confirmation exchange 
is used to prove that the password guess was correct. The pass-
phrase is used in SAE to deterministically compute a secret pass-
word element used for the authentication and key exchange 
protocol. After the SAE exchanges are complete, a unique pair-
wise master key (PMK) is derived and installed on both the AP and 
the client station. The PMK is the seeding material for the 4-Way 
Handshake that is used to generate dynamic encryption keys. SAE 
authentication is performed prior to association. Once the PMK is 
created and the association process completes, the AP and the cli-
ent can then commence a 4-Way Handshake to create a pairwise 
transient key (PTK). The PTK is the dynamically generated key used 
to encrypt unicast traffic.

FIGURE 7-1: Simultaneous Authentication of Equals.
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You’re basically asking the devices to shout the first thing that 
comes to their heads and hope it ends in a technologically roman-
tic meet-cute. Minus swelling background music and the end 
credits, of course.

WPA3-Personal enhances Wi-Fi security for home users and 
environments where 802.1X is not an option. From the perspec-
tive of the user, the connection experience remains the same.  
A passphrase is still used to connect; however, the SAE proto-
col exchange protects the passphrase from brute-force dictionary 
attacks. WPA3-Personal defines two modes of operation:

 » WPA3-Personal Only: This mode completely replaces WPA2 
PSK authentication and requires the use of SAE authentica-
tion. This mode would only be enabled on the AP if all clients 
were WPA3-capable. Management frame protection (MFP) is 
required for both APs and clients operating in this mode.

 » WPA-3 Personal Transition: The transitional mode allows 
for backward compatibility with WPA2-Personal. This mode 
allows for WPA2-Personal clients to connect to the same 
SSID as WPA3-Personal clients. The clients use the same 
passphrase. However, the WPA2 clients connect with PSK 
authentication, and the WPA3 clients connect with SAE 
authentication. In this mode, MFP is used by the WPA3 
clients but not necessarily by the WPA2 clients.

WPA3-Enterprise
Unlike WPA3-Personal, where an entirely new authentication 
method has been designated, WPA3-Enterprise still leverages 
802.1X/EAP for enterprise-grade authentication. In other words, 
the enterprise-grade authentication process remains the same. 
The two main enhancements are support for MFP and an optional 
enhanced cryptographic mode. WPA3-Enterprise defines three 
modes of operation:

 » WPA-3 Enterprise Only: 802.1X/EAP authentication remains 
the same. However, this mode would only be enabled on the 
AP if all clients were WPA3-capable. Management frame 
protection (MFP) is required for both APs and clients 
operating in this mode.
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 » WPA-3 Enterprise Transition: The transitional mode allows 
for backward compatibility with WPA2-Enterprise. This allows 
WPA2-Enterprise clients to connect to the same SSID as 
WPA3-Enterprise clients. 802.1X/EAP authentication remains 
the same. However, in this mode, MFP is used by the WPA3 
clients but not necessarily by the WPA2 clients.

 » WPA-3 Enterprise 192-bit: This mode may be deployed in 
sensitive enterprise environments to further protect Wi-Fi 
networks with higher security requirements such as 
government, defense, and industrial. This is an optional 
mode using 192-bit minimum-strength security protocols 
and cryptographic tools to better protect sensitive data.

Despite the transitional modes offered by WPA3 currently, tac-
tical deployments of WPA3 security are rare in the enterprise. 
WPA2-Enterprise still offers almost the same level of 802.1X/EAP 
authentication security as WPA3-Enterprise. WPA3-Personal and 
the use of SAE is growing in the consumer market. However, SAE 
hasn’t been embraced yet in the enterprise where PSK authenti-
cation may or may not be used. The bulk of the enterprise Wi-Fi 
client population supports and continues to use WPA2 security. 
Additionally, even though WPA3 firmware upgrades are possible 
for older client devices, most client vendors may never offer a 
WPA3 firmware update for a client device that is three or more 
years old.

The Wi-Fi Alliance mandates support for WPA3 security for 
Wi-Fi 6 certification, meaning that all 802.11ax radios must sup-
port WPA3. Furthermore, as of July 1, 2020, the Wi-Fi Alliance 
mandates support of WPA3 security for all future certifications. 
In other words, all the Wi-Fi radios currently hitting the market 
must support WPA3. Adoption is still another matter.

Enhanced Open
Traditionally, Wi-Fi hotspots and guest WLANs have used open 
security without encryption or authentication. Passpoint secu-
rity is catching on in the Wi-Fi public access marketplace, but we 
still have a ways to go with that. The Wi-Fi CERTIFIED Enhanced 
Open certification defines improved data privacy in open Wi-Fi 
networks. This certification is based on the Opportunistic Wireless 
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Encryption (OWE) protocol. The OWE protocol integrates estab-
lished cryptography mechanisms to provide each user with unique 
individual encryption, protecting the data exchange between the 
user and the AP.  With OWE, standard open authentication and 
association occur, and then the 4-Way Handshake process gener-
ates the necessary keys for encryption.

The OWE experience for the user is the same as open secu-
rity because there is no need to enter a password or passphrase 
before joining the network. Data privacy is provided, and mali-
cious eavesdropping attacks are mitigated because the 802.11 
data frames are encrypted. But please understand that there is 
zero authentication security. Enhanced Open is not part of WPA3 
and is an entirely different and optional security certification for 
2.4 GHz and 5 GHz frequency bands.

Understand that Enhanced Open meets only half of the require-
ments for well-rounded Wi-Fi security. OWE does provide encryp-
tion and data privacy, but there is no authentication whatsoever.

Enhanced Open is an optional security certification. As a result, 
many WLAN vendors still do not support OWE, and client-side 
support is marginal at best but growing. Therefore, tactical 
deployments of OWE in the 2.4 and 5 GHz frequency bands are 
currently scarce. However, the Enhanced Open certification is 
mandated for 6 GHz.

Key 6 GHz Security Takeaways
So, as to be expected, there are Wi-Fi security considerations 
when deploying Wi-Fi in the 6 GHz frequency band. The Wi-Fi 
Alliance will require WPA3 security certification for Wi-Fi 6E 
devices that will operate in the 6 GHz band. However, there will 
be no backward compatibility support for WPA2 security. Fur-
thermore, the Enhanced Open certification will mandate support  
for Opportunistic Wireless Encryption (OWE) in 6 GHz. The good 
news is that all 802.11 data traffic will always be encrypted in 
6 GHz to provide data privacy. Furthermore, all 802.11 manage-
ment traffic will be protected by MFP to help mitigate well-known 
layer 2 denial-of-service (DoS) attacks.
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Because OWE support will be mandatory, there will not be any 
“open” security SSIDs operating in 6 GHz. I personally have never 
been a big fan of OWE because it only provides encryption but not 
authentication. WPA3-Personal or WPA3- Enterprise are better 
options because authentication is also a requirement. The bot-
tom line is that open networks are not permitted in 6 GHz and 
all data traffic will be encrypted. This will have implications for 
existing businesses that are currently using open guest access in 
the legacy bands.

Because there is no backward compatibility for WPA2, there will 
be no support for PSK authentication. Once again, the WPA3-
Personal replacement for PSK is Simultaneous Authentication of 
Equals (SAE). WPA3-Enterprise will still use 802.1X. Management 
frame protection (MFP) will also be required. Because there is no 
backward compatibility for WPA2, there will be no need for either 
the WPA3-Personal transition mode or the WPA3-Enterprise 
transition mode.

So, what are the most critical takeaways when implementing 
Wi-Fi security in the 6 GHz band? I’m glad you asked, here’s a list:

 » Different layers of Wi-Fi security: It is my belief that 
because the existing 15 billion Wi-Fi clients will never be able 
to connect to 6 GHz, it appears likely that different levels of 
security will be used on the different frequency bands in the 
enterprise. WPA3 will indeed be used in 6 GHz. Yet, despite 
the support for WPA3 transition modes in the legacy bands, 
WPA2 will likely remain prevalent in the 2.4 GHz and 5 GHz 
bands for a very long time.

 » Different SSIDS per frequency: This means that different 
SSIDs with different levels of security will be used on the 
various bands. For example, as depicted in Figure 7-2, an 
employee SSID using WPA2-Enterprise and a guest SSID using 
open security are used for the 2.4 and 5 GHz bands. 
However, the 6 GHz band requires different SSIDs and 
security: employee-6 using WPA3-Enterprise and guest-6 using 
Enhanced Open.

I think it will take time, but the anticipated wide adoption of 6 GHz 
enterprise deployments hopefully will accelerate the transition to 
WPA3 security in the other frequency bands. In the meantime,  
I expect various levels of security across the three bands.
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WIPS
The big buzz-phrase in Wi-Fi security has always been the rogue 
AP: a potential open and unsecured gateway straight into the 
entire network that the company wants to protect. Wireless can be 
an intrusive technology, and if wired data ports at a business are 
not controlled, any individual (including an employee) can install 
a rogue AP. A rogue AP is any unauthorized Wi-Fi device that is 
not under the management of the proper network administrators.

The same skull and crossbones symbol that is used by Caribbean 
pirates is often also used as an icon in WIPS solutions to represent 
a rogue AP. Using a ship to commit acts of robbery and violence 
against a coastal area or other ships is the definition of piracy. The 
ships used to commit these acts are pirate ships. Using a wireless 
rogue device for data theft, data destruction, loss of services, and 
other attacks are all acts of wireless piracy. A rogue AP is effec-
tively a pirate ship, albeit with fewer parrots and barrels of rum. 
As shown in Figure 7-3, the advent of 6 GHz devices brings a new 
breed of pirate ships that pose a hostile threat.

In today’s world, a wireless intrusion prevention system (WIPS) is nec-
essary to monitor for rogue devices and other wireless attacks. 6 GHz 
Wi-Fi presents many new challenges for WIPS security, including:

 » Sensors: The sensors deployed with current WIPS solutions use 
2.4 and 5 GHz radios. In other words, they do not have 6 GHz 
radios in the existing sensors to monitor for attacks. Vendors 
that offer Wi-Fi 6E APs with tri-frequency sensor scanning 
capabilities will take the lead in 6 GHz WIPS security.

FIGURE 7-2: Different SSIDs and Security across three frequency bands.
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 » Scanning: There are now 59 channels in 6 GHz that must be 
monitored for potential attacks. The scanning intervals will 
be much longer. WIPS vendors will most likely offer multiple 
options of scanning intervals for both full-time dedicated 
6 GHz sensors and APs that function as part-time sensors 
when using off-channel scanning.

 » Mitigation: Rogue mitigation (also known as rogue contain-
ment) is accomplished wirelessly when WIPS’ sensors 
become active and transmit layer 2 deauthentication frames 
that spoof the MAC addresses of the rogue APs and rogue 
clients. WIPS solutions use a known layer 2 denial-of-service 
attack as a countermeasure. However, WPA3 is mandated in 
6 GHz, and management frame protection (MFP) is required. 
MFP will render many of the common layer 2 mitigation 
techniques useless. WIPS vendors will need to rely on 
alternative methods of disabling rogue APs such as switch 
port suppression.

Would you like to learn more about WIPS security? May I sug-
gest the eBook, Wireless Intrusion Prevention Systems (WIPS) For 
Dummies, written by yours truly?

FIGURE 7-3: Pirates of the 6 GHz Caribbean.
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Wi-Fi 6 and 6E Key 
Questions

New standards, new questions. This quandary is nothing 
new for tech experts and new parents alike. We can at least 
help the tech experts here. In this chapter, you learn about 

many of the most commonly asked real-world deployment ques-
tions regarding Wi-Fi 6 and Wi-Fi 6E.

Clients
The first client question that I am being asked is, “When will we 
see Wi-Fi 6E clients (6 GHz), and how fast will we see them in 
the enterprise?” Believe it or not, Wi-Fi 6 clients have been in the 
marketplace for two years. And now, Wi-Fi 6E  radios with 6 GHz 
functionality are finding their way into smartphones, tablets, and 
laptops. Samsung released the Galaxy S21 Ultra, the first Wi-Fi 
6E smartphone, into the market in January of 2021. At least seven 
more smartphones are expected to be available between then and 
February of 2022. Laptop manufacturers such as Dell and Lenovo 
already offer new models with Wi-Fi 6E radios.
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The introduction of new technology is often consumer-driven. 
While the enterprise is often slow at updating Wi-Fi clients, 
employees often force the issue because they bring their devices 
into the workplace. The catchphrase of bring your own device 
(BYOD) is a direct result of employee expectations connecting to 
the corporate WLAN with multiple personal mobile devices. Don’t 
forget that we now live in a world of an infinite enterprise where 
many employees are currently working at home or in a hybrid 
home-and-office schedule that requires both locations to handle 
the most modern technology. Therefore, much of the client-side 
implementation of Wi-Fi 6E clients will be consumer-driven.

Industry analysts all agree that the Wi-Fi 6 and 6E technology 
growth will be fast and furious (and probably as well scripted as 
their namesake movies). For example, in 2021, over 50 percent of 
all Wi-Fi shipments are expected to be Wi-Fi 6, and more than 
338 million Wi-Fi 6E devices will enter the market. Technology 
research group, IDC, predicts 5.2 billion Wi-Fi 6 product ship-
ments by 2025, 41% of which will be Wi-Fi 6E devices.

Surprisingly, I am also often asked, “Will there be any 8×8:8 
Wi-Fi 6 or 6E clients?” Most Wi-Fi mobile client devices such 
as smartphones will use 2×2:2 radios because an 8×8:8 radio 
would drain battery life. The majority of Wi-Fi client devices are  
2×2:2. In the future, you might see some 4×4:4 client radios in 
high-end laptops.

The other big question that I get all the time is, “Will there be any 
performance benefit for legacy clients when Wi-Fi 6 APs (access 
points) are deployed?” The answer is yes and no. First, the bad 
news: Legacy 802.11n/ac clients do not support Wi-Fi 6 mecha-
nisms such as OFDMA. Therefore, the legacy clients will continue 
to use single-user communications when connected to a Wi-Fi 6 
AP. Wi-Fi 6 clients are needed to take full advantage of 802.11ax 
high efficiency capabilities such as multi-user OFDMA. However, 
there is still good news for the legacy clients for three reasons:

 » AP hardware: Although there are no physical (PHY) layer 
improvements with legacy clients, you will see performance 
improvements as a result of newer hardware capabilities of 
the new Wi-Fi 6 APs, such as stronger CPUs and better 
memory handling.



CHAPTER 8  Wi-Fi 6 and 6E Key Questions      81

These materials are © 2022 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

 » Airtime availability: As more Wi-Fi 6 clients are mixed into 
the 2.4 and 5 GHz client population, the efficiency improve-
ments gained by Wi-Fi 6 client devices will free valuable 
airtime for the legacy clients, therefore improving the overall 
efficiency of the wireless network.

 » Mesh: Remember, legacy 802.11a/b/g/n/ac clients are not 
supported in 6 GHz. However, they may indirectly benefit 
from having their traffic carried in a 6 GHz mesh backhaul 
link. Most Wi-Fi 6 enterprise APs are expected to be 
tri-frequency.

On a related note, I am also often asked, “Is it possible to upgrade 
Wi-Fi 6 devices that operate in the 2.4 and 5 GHz frequency bands 
to also transmit in the 6 GHz frequency band?’ The simple answer 
is no because a hardware upgrade will be required.

MultiGig
“Will MultiGig Ethernet be a necessity?” With each new gen-
eration of Wi-Fi technology and higher data rates, we’ve seen 
various bandwidth claims made regarding the wired uplink con-
nection between an AP and an access switch. Because Wi-Fi data 
rates have risen dramatically, the worrisome claims are that a 
standard 1 Gbps (gigabits per second) wired uplink will become 
a bottleneck. Take a look at this historically. As early as 2009, 
when 802.11n debuted, vendors claimed we would need to aggre-
gate GbE ports with two cables to prevent bottlenecks. Later, 
when 802.11ac debuted, many enterprise switch vendors claimed 
that everyone should upgrade their switches to support 2.5 GbE 
uplinks. All of these past predictions of access-layer bottlenecks 
have not happened.

Prior to Wi-Fi 6 (802.11ax), the only time a 1 Gbps uplink has 
not been sufficient is in laboratory test environments or very 
unique corner cases. Bandwidth bottlenecks almost never occur 
at the access layer. However, bandwidth bottlenecks can certainly 
occur on the wired network due to poor wired network design. The 
number one bandwidth bottleneck is usually the WAN uplink at 
any remote site. But it is safe to say that the Wi-Fi will always be 
blamed first despite the inadequate WAN bandwidth.
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As shown in Figure  8-1, the 802.3bz standard (also known 
as MultiGig Ethernet) defines bandwidth capabilities of up to  
2.5 Gbps and 5 Gbps over Cat5e and Cat6 copper cables.

Note that 10 Gbps bandwidth is even possible but requires net-
work cable upgrades to Cat6a or Cat7. Enterprise vendors are now 
actively pushing sales of access switches that support these Mul-
tiGig speeds.

So, one question is, “Will we need 2.5 Gbps Ethernet ports for 
Wi-Fi 6 APs?” The whole point of Wi-Fi 6 (802.11ax) is better 
spectrum efficiency and a reduction in airtime consumption. 
Logic dictates that if Wi-Fi becomes more efficient, the user traf-
fic generated by a dual-frequency Wi-Fi 6 AP could potentially 
exceed 1 Gbps. A more likely cause of a potential bottleneck is 
that tri-frequency band Wi-Fi 6E APs have arrived. Will the wire-
less traffic coming from three radios surpass a 1 Gbps uplink? The 
expected use of wide channels in 6 GHz means higher throughput 
potential, as well. The fear is that a standard Gigabit Ethernet 
wired uplink port could be a bottleneck, and therefore 2.5 Gbps 
uplink ports will be needed. As a precaution, enterprise Wi-Fi 6 
and 6E APs now include at least one 802.3bz MultiGig Ethernet 
port capable of a 2.5 or 5 Gbps wired uplink. Think of this step as 
future-proofing (or at least future-delaying).

In the real world, we probably will still not exceed 1 Gbps for some 
time because of these three reasons:

FIGURE 8-1: MultiGig Ethernet – 802.3bz.
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 » Wi-Fi 6 and 6E client population: Even though the chipset 
vendors are aggressively making Wi-Fi 6 and 6E client radios 
available, we expect some time to pass before the bulk of 
the enterprise client population is dominated by Wi-Fi 6 and 
6E clients.

 » Legacy clients drag us down: 802.11ax in the 2.4 and 5 GHz 
bands requires backward compatibility with 802.11/a/b/g/n/
ac, which means that RTS/CTS protection mechanisms must 
be used. RTS/CTS creates overhead and consumes airtime.

 » Medium contention: Under controlled conditions, where 
only one active client on each of the three frequency bands 
is transferring data on a tri-band Wi-Fi 6E AP, a single 1 Gbps 
Ethernet uplink is indeed insufficient. But as multiple clients 
participate and contend for the medium on all three 
frequencies, the conditions are rare for 1 Gbps Ethernet 
uplink to become a bottleneck.

So, will customers have to upgrade their switches to have Multi-
Gig capabilities? As I have already discussed, past gloom and 
doom predictions of access-layer bottlenecks have not come true. 
Although historically 1 Gbps uplinks have been more than enough, 
I will predict that 2.5 Gbps uplinks may be needed eventually. 
In the future, as Wi-Fi 6 client populations grow and as WLAN 
vendors add tri-band radios into their APs, 1 Gbps uplinks may 
no longer be sufficient. Once again, think of 2.5 Gbps MultiGig 
Ethernet as future-proofing. By the way, any vendor claims that 
we need 10 Gbps uplinks for Wi-Fi 6E is a marketing fantasy.

Power over Ethernet
Probably the much more important conversation about the rela-
tionship between switches and Wi-Fi 6 and 6E APs is Power over 
Ethernet (PoE) requirements. “Will Wi-Fi 6 APs work with stan-
dard 802.3af PoE?” Enterprise Wi-Fi manufacturers have added 
more radio chains to their Wi-Fi 6 APs. Many of the current Wi-Fi 6  
APs are dual-band 4×4:4 APs, and there are even 8×8:8 APs. Wi-Fi 6  
APs also require much more processing power than previous gen-
erations of enterprise APs. The extra radio chains and processor 
capabilities require more power. The 15.4 watts (W) provided per 
port by standard 802.11af PoE is not adequate for 4×4:4 APs, and 
therefore 802.3at (PoE Plus) power is necessary. PoE Plus-capable 
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switches can provide up to 30 watts of power per Ethernet port. 
PoE Plus-powered ports for 4×4:4 APs should be considered a 
standard requirement.

The exception to this requirement is dual-band 2×2:2 802.11ax 
APs. In most cases, standard PoE of 15.4 watts will be sufficient 
to power these APs. However, Wi-Fi 6E introduces tri-frequency 
capabilities. So, 15.4 watts (W) is not adequate for three 2×2:2 
radios housed in the same AP.  Therefore, 802.3at (PoE Plus) 
power is necessary for pretty much all Wi-Fi 6E AP form factors.

If a business does not have PoE Plus-capable switches, they will 
have to upgrade if they deploy any dual-band 4×4:4 APs or tri-
radio Wi-Fi 6E APs. There is a good chance that many enterprise 
businesses already have access switches with PoE Plus capabilities. 
But do the switches have a total power budget for a 1:1 replace-
ment for all the APs that require PoE Plus? I am worried that many 
businesses will suddenly be exceeding the overall power budgets  
of the switches. Enterprise Wi-Fi vendors commonly receive sup-
port calls from customers complaining that all of a sudden, APs 
randomly begin to reboot. In most cases, the root cause of ran-
dom rebooting of APs is that the switch power budget has been 
eclipsed. Very often, if an AP cannot get the power that it needs, 
the AP will reboot and try again. The power budget of a switch 
or multiple switches should be monitored to make sure that all 
devices can maintain power. Active power budget information 
can usually be seen from the command line of a switch or the 
GUI interface or monitored by a cloud management solution such 
as ExtremeCloud IQ. An upgrade to most Wi-Fi 6 and 6E APs will 
at the very least require a recalculation of PoE power budgets. As 
WLAN vendors add more radio chains, dual-band radios, and now 
tri-band radios, PoE power budget management will be of even 
greater importance moving forward.

Some WLAN vendors sell 8×8:8 Wi-Fi 6 APs, and the PoE power 
requirements are even more substantial. In some cases, these 
8×8:8 APs require 31 watts of power or more, which means that 
even PoE Plus power will not be sufficient. While some of the 
8×8:8 APs can be powered by 802.11at (PoE Plus), there is often 
some sort of downgrade functionality. For example, you might 
experience the loss of USB availability, BLE radio, or some other 
functionality. It is also conceivable that when higher-end Wi-Fi 
6E APs hit the market in 2022, that as much as 45 watts will be 
needed to power 4×4:4 tri-frequency APs. In that case, switches 
that support 802.3bt PoE will be a requirement.
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802.3bt is a new PoE standard that defines per-port power-source 
capabilities of 45 watts, 60 watts, 75 watts, and even 90 watts. 
Enterprise manufacturers now sell switches that support 802.3bt. 
Keep in mind that this technology is quite expensive. For now, 
PoE Plus (802.3at) is sufficient to power the majority of Wi-Fi 6  
and 6E APs. In the future, as WLAN vendors manufacture APs 
with even more radios under the hood, the need for 802.3bt power 
might become relevant.

4x4:4 versus 8x8:8
Probably a question that seems to always pop-up is, “Which is 
better? 8×8:8 APs or 4×4:4 APs?” Several WLAN vendors are sell-
ing Wi-Fi 6 APs that have a 2.4  GHz radio that is 4×4:4 and a 
5 GHz radio that is 8×8:8. These WLAN vendors are, of course, 
forging marketing pitches for 8×8:8. Eight must be better than 
four — right? More is always better!

Theoretically, an 8×8:8 AP can modulate data on all eight radio 
chains to a single client resulting in some substantially high 
data rates. The problem is that there will never be any 8×8:8 
mobile client devices due to the drain on battery life. As shown in  
Figure  8-2, we live in a world where the bulk of Wi-Fi client 
devices are 2×2:2. And depending on existing conditions, the cli-
ents will often downgrade to 1×1:1 communication.

So, the primary advantage of an 8×8:8 AP over a 4×4:4 AP is MU-
MIMO functionality. An 8×8:8 AP could modulate two independent 
data streams to each of four 802.11ax 2×2:2 clients that support 
downlink MU-MIMO. Also, an 8×8:8 AP could transmit downlink 
one unique modulated stream of data to each of eight 802.11ax 

FIGURE 8-2: 2×2:2 client capabilities and operational functionality.
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clients, simultaneously. While this sounds good in theory, I will 
refer you to our MU-MIMO discussion in Chapter 3. MU-MIMO 
requires spatial diversity. Even though all Wi-Fi 6 clients will sup-
port downlink MU-MIMO, most modern-day enterprise deploy-
ments of Wi-Fi involve a high density of users and devices that 
is not conducive for MU-MIMO conditions. MU-MIMO requires a 
sizable physical distance between the clients, as well as the AP, 
for spatial diversity. Check out Chapter 3 for more information.

You might read some marketing hype that 8×8:8 APs will support 
more clients than a 4×4:4 AP. As you learned in Chapter 2, OFDMA 
is the multi-user technology that holds the most promise for effi-
ciency improvements. Regardless of the number of radio chains 
and stream count, all Wi-Fi 6 APs will support the same number 
of OFDMA clients during a transmission opportunity (TXOP).

8×8:8 APs are very expensive and are a huge drain on the PoE 
power budget. While the MU-MIMO gains sound enticing in the-
ory, the reality is that in most indoor enterprise deployments, an 
8×8:8 AP offers no real practical advantage over a less expensive 
4×4:4 Wi-Fi 6 AP.

And guess what? All the major enterprise WLAN vendors sell dual-
band (Wi-Fi 6) 2×2:2 APs and now tri-band (Wi-Fi 6E) 2×2:2 APs. 
The 2×2:2 APs are actually quite popular because of the lower cost. 
And 2×2:2 Wi-Fi 6 and 6E APs still offer the bulk of the 802.11ax 
benefits, including OFDMA, TWT, 1024-QAM, and more. Regard-
less of the number of radio chains and regardless of stream count, 
all Wi-Fi 6 and 6E APs support the same number of OFDMA cli-
ents during a transmission opportunity (TXOP).

6 GHz Range
The 2.4 GHz band will still be considered a “best effort” frequency 
band, and the 5 GHz channels will be used for clients that require 
higher performance metrics. However, the potential of 6 GHz is 
quite astounding due to all the newly available frequency space 
(1,200 MHz). As 6 GHz–capable client populations grow, WLANs 
will also have to be designed for indoor 6 GHz coverage. Vendors 
are already manufacturing APs with radios for all three frequen-
cies. And therefore, a valid question specific to Wi-Fi 6E is, “Will 
I have to redesign my network because 6 GHz will not have the 
same coverage range?”
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Because of the laws of physics, an electromagnetic signal will 
attenuate as it travels, despite the lack of attenuation caused by 
obstructions, absorption, reflection, diffraction, and so on. Free 
space path loss (FSPL) is the loss of signal strength caused by the 
natural broadening of the waves, often referred to as beam diver-
gence. RF signal energy spreads over larger areas as the signal 
travels farther away from an antenna, and as a result, the strength 
of the signal attenuates. One way to illustrate free space path loss 
is to use a balloon analogy. Before a balloon is filled with air, it 
remains small but has a dense rubber thickness. After the balloon 
is inflated and has grown and spread in size, the rubber becomes 
very thin. RF signals lose strength in much the same manner. And 
due to FSPL, an RF signal loses the most power in the first meter 
it travels.

A decibel (dB) is a logarithmic measure of signal strength gain or 
loss. Figure 8-3 shows that a 2.4 GHz signal loses about 40 dB in 
the first meter. The reason that the effective range of a 5 GHz AP 
is much smaller is that the 5 GHz signal attenuates 47 dB in the 
same first meter. An easier way to explain the difference is that 
the 5 GHz signal attenuates five times more than a 2.4 GHz signal 
in the first meter. Luckily, this loss in signal strength is logarith-
mic and not linear; thus, the amplitude does not decrease as much 
in a second segment of equal length as it decreases in the first 
segment. There is a fancy logarithmic equation to calculate free 
space path loss; however, the 6 dB rule is an easy way to estimate 
FSPL. The 6 dB rule states that doubling the distance will result 
in a loss of amplitude of 6 dB, regardless of the frequency. There-
fore, at 2 meters, the path loss is 46 dB for 2.4 GHz, 53 dB for  
5 GHz, and 55 dB for 6 GHz.

FIGURE 8-3: Free space path loss (FSPL) in the first meter.
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In the past, coverage planning has been for two bands. For 
dual-frequency APs, the planning and validation of –65 dBm or  
–70 dBm coverage was based on the 5 GHz radio. The reason is 
that the effective range of 5 GHz is much smaller than 2.4 GHz. 
Therefore, using the lowest common denominator of 5 GHz was 
preferred when planning for coverage. The good news is that the 
effective range difference between 6 GHz and 5 GHz is not as sig-
nificant as the difference between 5 GHz and 2.4 GHz.

On average, a 6 GHz signal attenuates about 2 dB more than a 
5 GHz signal in the first meter. Of course, the 6 GHz band is big, 
so it does depend on what channel is being used. For example, as 
depicted in Figure 8-4, in the UNII-5 band of 6 GHz, the path loss 
in the first meter is about 48 dB, which is only a single dB differ-
ence from the average 5 GHz path loss. The first meter path loss 
in the center of the 6 GHz band is closer to 49 dB.

Whatever the frequency or channel, remember, after the initial 
first meter, the 6 dB rule states that doubling the distance will 
result in a loss of amplitude of 6 dB regardless of the frequency.

The bottom line is that the effective range difference between 
6 GHz and 5 GHz is not going to be a serious concern in most 
indoor Wi-Fi deployments. So, will you have to overhaul your 
Wi-Fi network due to 6 GHz coverage concerns? In most cases, 
probably not. However, I am a big proponent of proper WLAN 
planning and design no matter what the frequency. The bulk of 
troubleshooting calls can be prevented if a WLAN is well planned 
and designed before deployment. Just as important is a post-
deployment validation survey to verify the WLAN design.

Needless to say, it is safe to assume that all the various Wi-Fi pre-
dictive modeling solutions such as Ekahau Survey, iBWave Design, 
and TamoGraph Site Survey will offer 6 GHz design capabilities. 
For Greenfield deployments with tri-band APs that include 6 GHz 
radios, the lowest common denominator for coverage design will 
now be 6 GHz.

FIGURE 8-4: Free space path loss (FSPL) in the first meter – 6 GHz.
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Chapter 9
Ten Things to Know 
about Wi-Fi 6 and 6E

This book shared a huge amount of information about  
Wi-Fi 6 and its brand-new technological benefits. Science 
states that this book can theoretically contain only ten more 

topics before exceeding known knowledge limits. Therefore, we 
hit the limit here when I talk about ten key things to keep in mind 
about Wi-Fi 6 and Wi-Fi 6E.

 » It is a Wi-Fi paradigm shift. Wi-Fi 6 does not just push the 
envelope with regard to Wi-Fi speeds — up to 10 Gbps.  
This new generation introduces numerous performance 
improvements as well. In fact, it has been dubbed “High 
Efficiency” unlike previous versions that were labeled “High 
Throughput.” Wi-Fi 6 is not just about better throughput. 
Wi-Fi 6 substantially improves capacity, provides better 
coverage, and reduces congestion in Wi-Fi networks.

 » Is it backward or forward compatible? Unlike the 802.11ac 
standard, 802.11ax and Wi-Fi 6 support both 2.4 and 5 GHz 
wireless devices, so 802.11n (and potentially 802.11g and 
802.11b) devices can run on Wi-Fi 6 networks. This factor is 
critical for many legacy specialized devices, particularly in 
healthcare and manufacturing verticals that tend to move 
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slowly to update their devices. On the other hand, Wi-Fi 6E is 
the first generation to offer Wi-Fi capabilities in the 6 GHz 
frequency band. A key difference of using the 6 GHz 
frequency band for 802.11ax technology is there is no need 
for backward compatibility. The 6 GHz frequency band will 
be a “pure” 802.11ax band for Wi-Fi communication. Legacy 
802.11a/b/g/n/ac clients are not supported in 6 GHz.

 » Do not confuse your multi-user technologies. The term 
multi-user (MU) simply means that transmissions between 
an access point (AP) and multiple clients can occur at the 
same time, depending on the supported technology. 
However, the MU terminology can be very confusing when 
discussing Wi-Fi 6. Multi-user capabilities exist for both 
OFDMA and MU-MIMO. These differences are key between 
both Wi-Fi 6 multi-user technologies.

 » RU ready for simultaneous multi-user Wi-Fi access? 
Multi-user orthogonal frequency division multiple access 
(OFDMA) is easily the most important new capability intro-
duced with Wi-Fi 6. It subdivides a channel into smaller 
frequency allocations, called resource units (RUs), thereby 
enabling an AP to synchronize communication  
(uplink and downlink) with multiple individual clients 
assigned to the RUs.

 » MU-MIMO enhancements are here. More MU-MIMO 
clients can communicate with an AP at the same time.  
Wi-Fi 5 is limited to a MU-MIMO group of only four clients, 
whereas Wi-Fi 6 potentially supports up to 8×8:8 MU-MIMO 
in both downlink and uplink, which allows it to serve up to 
eight users simultaneously. MU-MIMO is a great multi-user 
technology for PtMP wireless bridge links between buildings.

 » No qualms about higher data speeds. Wi-Fi 6 supports 
1024-QAM modulation and coding schemes (MCS) that 
define higher data rates providing a potential 20 percent 
increase in data throughput over 256-QAM (introduced in 
Wi-Fi 5). Additionally, because of all the available frequency 
space in 6 GHz, Wi-Fi 6E provides new opportunities for 
high-bandwidth wireless applications. The commonplace  
use of 80 MHz channels in the enterprise (and sometimes 
160 MHz channels) bring us faster data speeds in the 
enterprise.
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 » You need more power. Many Wi-Fi 6 APs are dual-band 
4×4:4 APs, and some are even 8×8:8 APs. The extra radio 
chains and processor capabilities require more power. The 
15.4 watts provided by standard 802.11af PoE is not 
adequate. 802.3at (PoE+) power is usually required. PoE+ 
power for 4×4:4 APs dual -frequency APs should be consid-
ered a standard requirement. Additionally, 2×2:2 Wi-Fi 6E 
APs with tri-frequency radios require PoE+. Upgrades of 
access-layer switches may be necessary and the recalcula-
tion of PoE power budgets is highly recommended.

 » Wi-Fi 6E is a spectrum bonanza. The new 1,200 MHz of 
spectrum provided by Wi-Fi 6E offers an enhanced user 
experience in all enterprise verticals, including K-12 and 
higher education, retail, manufacturing, and healthcare.  
The potential of 1,200 MHz of new frequency space for Wi-Fi 
communications is mind-boggling. Opening the 6 GHz 
frequency space for Wi-Fi communication is expected to 
bring hundreds of billions of dollars of economic value to the 
worldwide economy.

 » Wi-Fi 6E clients need to discover 6 GHz APs. Because there 
are so many channels in the 6 GHz band, client probing can 
take a considerable amount of time. A tri-band AP can 
inform a Wi-Fi 6E client actively scanning the 2.4 GHz or 
5 GHz band about existing 6 GHz radios that are co-located 
in the AP using Reduced Neighbor Reports (RNR) and Multi-
BSSID beacons. Wi-Fi 6 also offers three potential methods 
for in-band discovery of 6 GHz APs as a backup to the 
out-of-band discovery methods.

 » You may need two levels of Wi-Fi security. The Wi-Fi 
Alliance will require WPA3 security certification for Wi-Fi 6E 
devices that will operate in the 6 GHz band. Furthermore, 
support for Opportunistic Wireless Encryption (OWE) and  
the Enhanced Open security certification will also be 
mandatory in 6 GHz. Because there is no backward 
 compatibility for WPA2 in 6 GHz, there will be no support  
for PSK authentication. The WPA3-Personal replacement  
for PSK is Simultaneous Authentication of Equals (SAE).  
It looks like different levels of security will be used on the 
different frequency bands in the enterprise. WPA3 is indeed 
used in 6 GHz. Yet, despite the support for WPA3 transition 
modes in the legacy bands, WPA2 will likely remain prevalent 
in the 2.4 GHz and 5 GHz bands for a very long time.
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